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 Introduction 

 Overview 

A root certification authority called AKDCA Root has been established within the AKD that 
issues certificates to itself and to subordinate certification authorities.  

The KIDCA is a subordinate certification body that issues certificates to natural and legal 
persons and issues certificates used for AKD qualified electronic time-stamping service and 
OCSP service. 

The subordinated KIDCA also issues qualified certificates for which the corresponding private 
keys are stored and used solely in AKD mPotpis service for remote digital signature creation in 
remote QSCD and managed by AKD on behalf of the signer. 

 

This document, άYL5/! /ŜǊǘƛŦƛŎŀǘƛƻƴ tǊŀŎǘƛŎŜ {ǘŀǘŜƳŜƴǘέ (hereinafter: CPS or KIDCA CPS) 
corresponds to the document called άCertification Practice Statement CPSέ according to IETF 
RFC 3647 [36]. The structure and the contents of this document are stringently harmonized 
with the requirements of this standard. 

This CPS specifies organizational and technical measures which are applied by the KIDCA in 
practice when determining identity of persons, issuing certificates on QSCD and managing 
their life-cycle.  

Also, this CPS specifies organizational and technical measures which are applied by the KIDCA 
in practice when determining identity of persons, issuing certificates and managing their life-
cycle, managing private keys and eID means used in AKD mPotpis service that operates remote 
QSCD device and private keys for remote qualified signature creation on behalf of the signer 
and remote qualified seal on behalf of the creator of seal (Trustworthy system supporting 
server signing ςTW4S) and is harmonized with requirements of ά SSASC CP (Server Signing 
Application Service Component Practice Statement)έ according to ETSI TS 119 431-1 [23] and 
CEN EN 419 241-1 [32].  

Detailed technical specifications and certificate profiles can be set out in other internal 
documents. 

 

KIDCA CPS is made available to conformity assessment bodies and supervisory bodies and 
serves as a basis for assessing the abilities of the AKD to provide qualified trust services and 
has a right to bear the status of a qualified service provider. 

A simplified version of the CPS, titled άKIDCA Certification Practice Statement Liteέ, does not 
contain confidential business information can be published on the website, and allows persons 
and relying parties to assess the suitability of the certificate for a particular purpose. 

  

The terms, used in this document, set out in Annex 1 to this document, are taken from the EU 
Regulation No. 910/2014 [1] and corresponding standards. 

The strict requirements for qualified trust service providers and qualified trust services that 
they provide, are defined by EU Regulation No. 910/2014 (EU) [1]. 
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Providing time-stamping services is not in scope of certification services according to this CPS 
and time-stamping policy and practice statements are defined in the document AKD QTSA 
Policy and Practice Statement for providing time-stamping services (hereinafter: TSP/PS) [54]. 

 

In case of contradiction, provisions of the following documents are applied and in the following 
order (from the most significant): 

a) ETSI EN 319 400 series provisions for QCP-n-qscd, NCP+ and QCP-l-qscd 

b) CP  of certification authority, 

c) KIDCA CPS. 
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 Document name and identification 

 Document name 

Code: PRO-IV-301-01 

Name: KIDCA Certification Practice Statement Lite 

Edition:  1.4 

Publication 
date: 

May 1st, 2020 

Author: AKD d.o.o 

Document type: Certification Practice Statement 

Availability:  http://id.hr/cps  
 

History of the amendments to the document is included in Annex 4 to this document. 

 Identification code  

The OID, reserved by the AKD is 1.3.6.1.4.1.43999. AKD assigned No. 5 to the OID for PKI 
services. 

¢ƘŜ ŦƻƭƭƻǿƛƴƎ ǘŀōƭŜ Ŏƻƴǘŀƛƴǎ ƛŘŜƴǘƛŦƛŎŀǘƛƻƴ ŎƻŘŜǎ ŦƻǊ ƛƴŘƛǾƛŘǳŀƭΩǎ and TSU certificates. 

 

Table 1: OID Identifiers 

KIDCA personal certificates 

Name Code OID 

Personal signing certificate KID1 kID QCP-n-qscd-ksign 1.3.6.1.4.1.43999.5.4.2.1.2.1 

Personal identification certificate KID2 kID NCP+ kident 1.3.6.1.4.1.43999.5.5.2.1.2.2 

Personal certificate for remote signing 
KID3 

kID QCP-n-qscd-ksign 1.3.6.1.4.1.43999.5.4.6.1.2.1 

KIDCA certificates for electronic seal 

Name Code OID 

Certificate for electronic seal kID QCP-l-qscd-kseal 1.3.6.1.4.1.43999.5.4.2.2.3.4 

Certificate for remote electronic seal kID QCP-l-qscd-krseal 1.3.6.1.4.1.43999.5.4.6.2.3.4 

KIDCA certificates used for AKD TSA service 

Name Code OID 

KIDCA TSU certificate kID QCP-l-scd-tsa 1.3.6.1.4.1.43999.5.4.1.2.2.8 

 

According to the section 5.3 of the ETSI EN 319 411-2 [16], the rules, according to which 
personal signing certificates KID1 and KID3 are issued,  pursuant to rules of QCP-n-qscd, whose 
identification code is: 

Itu-t(0) identified-organization(4) etsi(0) qualified-certificate-policies(194112) policy-
identifiers(1) qcp-natural-qscd (2) 

 

http://id.hr/cps
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According to the section 5.3 of the ETSI EN 319 411-1 [15], the rules, according to which 
personal identification certificates KID2 are issued,  pursuant to rules of NCP+, whose 
identification code is: 

itu-t(0) identified-organization(4) etsi(0) other-certificate-policies(2042) policy-identifiers(1) 
ncpplus (2) 
 

According to the section 5.3 of the ETSI EN 319 411-2 [16], the rules, according to which 
certificates for qualified electronic seal are issued,  pursuant to rules of QCP-l-qscd, whose 
identification code is: 

itu-t(0) identified-organization(4) etsi(0) qualified-certificate-policies(194112) policy-
identifiers(1) qcp-legal-qscd (3). 
 

According to the section 5.2, Anex A.2, ETSI TS 119 431-1 , the rules, according to which AKD 
implements AKD mPotpis which operates remote QSCD for remote digital signature creation 
on behalf of the signatory or seal creator (AKD mPotpis service),  pursuant to rules of EUSCP: 
EU SSASC Policy whose identification code is: 

itu-t(0) identified-organization(4) etsi(0) SIGNATURE CREATION SERVICE-policies(19431) ops 
(1) policy-identifiers(1) eu-remote-qscd (3). 
 

 PKI participants  

In the context of this document, AKD PKI participants include: 

a) Certification Authority ς CA 

b) Server Signing Application Service Provider - SSASP 

c) Policy Management Authority ς PMA, 

d) Registration Authority ς RA, 

e) Persons, 

f) Relying party, and 

g) Others. 

 

Responsibilities of all AKD PKI participants are set out in section 9.6. 

 Certification Authority - CA 

Certification Authority (hereinafter: certification service provider or CA) is an authority 
established within the AKD, which is authorized by the PMA to issue certificates in accordance 
with the CP [53] and CPS.  

 

The CA provides the following trust services:  

a) Certificate generation service: it creates and signs certificates on the basis of data 
gathered through registration service.  

b) Revocation service management: it performs the certificate revocation and 
provides information on the certificateΩs status. 

c) Revocation status service: it informs the relying parties on the status of the 
certificate and enables the verification through the CRL or OCSP. 
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d) Dissemination service: it informs persons and relying parties on the terms and 
certification conditions and other information related to certificates and 
certification services.  

 

The PKI infrastructure established by the AKD PKI is arranged hierarchically so that it comprises 
of the root CA (AKDCA Root) that issues the certificate to itself, and of a subordinate CA that 
issues certificates to end-users. 

 

 

Figure 1: AKD PKI hierarchical model 

 

AKDCA Root

HRIDCA

Certificate

Certificate

kIDCA

Certificate

Certificate

 
 

The subordinated KIDCA issues certificates to natural and legal persons for commercial 
purposes. 

 

 Server Signing Application Service Provider ς SSASP 

 

AKD implements and manages AKD mPotpis service for remote qualified signature and remote 
qualified seal creation. Certificates for remote signing and certificates for remote electronic 
seal used in AKD mPotpis service are issued and managed by KIDCA. 

 

AKD mPotpis service provides the following services: 

 

a) Signing key generation service ς generates signing keys in the remote device. The 
proof of possession of generated signing keys are passed to the KIDCA RA. 

b) Certificate linking service - links the certificates generated by the KIDCA with the 
corresponding signing keys. 

c) eID means linking service - links eID means references with the corresponding 
signing keys in order to provide sole control. Only KID IDP registered eID means are 
used. 

d) Signature activation service - verifies the signature activation data and activates the 
corresponding signing key in order to create a digital signature. 

e) Signing key deletion service - destroys signing keys in a way that ensures that the 
signing keys cannot be used anymore. 

f) eID means provision service - makes eID means available to the signers. Only KID 
IDP registered two-factor eID means are used. 
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Figure 1a: AKD mPotpis (SSASC) 
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 Policy Management Authority - PMA 

The AKD is a trust service provider in which persons and relying parties trust and which bears 
the overall responsibility for all trust services, regardless whether the services are provided 
independently or in collaboration with third parties.  

Policy Management Authority (hereinafter: PMA) manages the provision of the trust services 
and operation of the AKD PKI in its entirety, and it prescribes and monitors the 
implementation of the security requirements that are defined in this document. 

The PMA is responsible for defining, introducing and administering the CP, CPS, Security 
Operating Procedures and implementing documents related to the operation of the AKD PKI 
and provision of the trust services.  

The PMA comprises several members who possess specialized knowledge related to 
cryptography and information security as well as knowledge related to regulatory, business, 
legal, formal and technical aspects of the provision of certification services. 

In order to ensure the implementation of the CP and CPS  in circumstances when trust service 
are realized in collaboration with third parties, the PMA is responsible for defining the 
provisions within the agreements that are concluded with third parties. 
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 Registration Authority - RA 

AKD provides registration services (hereinafter: registration service provider or RA) for the 
purpose of the registration of persons or verifies identities and identification data of a person 
under which the KIDCA issues, renews, revokes and suspends certificates. 

The AKD may: 

a) Carry out the activities of the RA independently, or  

b) Delegate the implementation of all or some of the affairs of the RA to the third 
party. 

The affairs of the RA include: 

a) Informing persons on procedures for registration and issuance of the certificate,  

b) Receiving applications for issuance and requests revocation and suspension of 
certificates, 

c) Identity, status and affiliation validation of persons, 

d) The conclusion of the conditions for providing certification services, 

e) Delivering of the QSCD with certificates and private keys, 

f) eID means linking and provision for AKD mPotpis service for remote digital signature 
and seal creation. 

 

AKD provides registration services in AKD RA office and via on-line electronic services. AKD also 
provides service at location of client (mobile RA office). 

 

AKD implements AKD RA information system which is used for registration services. Access to 
AKD RA system is limited to authorized persons (RA officers) ς employees of AKD or employees 
of delegated third party. All persons are obligatory to attend the education for providing KIDCA 
registration services and training course for AKD RA system usage. Only authentication with 
KIDCA identification certificate on smartcard to AKD RA system is allowed.  

 

In the event that all or some RA affairs are delegated to the third party, the third party must 
undertake to fulfil the requirements set out in this CPS, especially sections 3, 5.3 and 5.5.2. 
AKD and third party conclude the business contract, with provisions ensuring the compliance 
with CP [53] and this CPS. 

 Persons  

Certification subject 

 

Certification subject (hereinafter: Subject) is natural person named in ά{ǳōƧŜŎǘέ field of 
certificate, fields α/ƻƳƳƻƴbŀƳŜάΣ αDƛǾŜƴbŀƳŜά and α{ǳǊƴŀƳŜά, and identified with personal 
identification number, field αǎŜǊƛŀƭbǳōŜǊά. Subjects are natural persons to whom the certificate 
has been issued, who have received the certificate on the QSCD and/or activation data for 
using certificate in AKD mPotpis service for remote signature or remote seal and which have 
accepted the conditions for providing certification services for natural and/or legal persons 
and organizations (AKD PKI Disclosure Statement; hereinafter: PDS) with the AKD in 
accordance with CP [53] and CPS. 

 



 
KIDCA Certification Practice Statement Lite 

Code: PRO-IV-301-00 

Edition: 1.4/2020-05-01 

 

ϭ!Y5 нл20  
KIDCA Internal Certification Practice Statement                                                                                    14 of 106 

Subscribers 

 

Subscriber is a natural or legal person who submitted the valid certification services 
application, and is owner of the issued certificates. If the Subscriber and Subject are different 
natural/legal persons and Subscriber is an organization and requirements specified in section 
3.2.3.1 f) and 3.2.3.1. g) are fulfilled, the organization name and identification number may be 
contained in α{ǳōƧŜŎǘά field of the certificate e.ƎΦ ŦƛŜƭŘ αƻǊƎŀƴƛȊŀǘƛƻƴbŀƳŜά ŀƴŘ 
αƻǊƎŀƴƛȊŀǘƛƻƴLŘŜƴǘƛŦƛŜǊάΦ 

 

Creator of seal 

Creator of seal represents a legal person who creates an electronic seal and which is named in  
{ǳōƧŜŎǘέ field of certificate, fields αorganizationNameάΣ αorganizationIdentifierά and whose 
ƴŀƳŜΣ ŎƻƳƳƻƴƭȅ ǳǎŜŘ ǘƻ ǊŜǇǊŜǎŜƴǘ ƛǘǎŜƭŦΣ ƛǎ ƛƴ ǘƘŜ ŦƛŜƭŘ άŎƻƳƳƻƴbŀƳŜέΦ   

 

Authorized representative 

Natural person authorized legally or person with legal authorization of legal representative of 
legal person, for representing the creator of seal. Authorized representative represents the 
creator of seal in the issuance process and other processes regarding the certification services. 
Authorized representative accepts on behalf the creator of seal the conditions for providing 
certification services for legal persons (PDS) and is in possession of QSCD with certificate for 
electronic seal and/or activation data for using the certificate for remote electronic seal in AKD 
mPotpis service. 

 

Certificate application can be submitted by any person whose identity can be verified. 
Certificate applications are submitted to registration authority via: RA offices, RA mobile office 
or available on-line services under conditions set out in this CPS.  

tŜǊǎƻƴΩǎ identity is verified if the person possesses a valid personal identification document (ID 
or passport), issued in accordance with the national or EU legislation and regulations. 

 

Identification documents on foreign languages (other than ID or passport) are accepted if the 
person presents valid documentation or certificates issued by official Croatian bodies in other 
official procedures which require physical identification of person (e.g. HR VAT number 
issuance). If a person does not presents valid documentation or certificates issued by official 
Croatian bodies in other official procedures, identification documents (other than ID or 
passport) must be translated and certified by national sworn court interpreter for specific 
foreign language. 

 

When submitting certificate issuance request via on-line electronic service, person must 
authenticate with eID mean that demonstrates high level of identity assurance and is notified 
eID scheme under eIDAS (EU or national level). AKD accepts eID means with identification 
certificate issued by KIDCA or HRIDCA. 

Certificate issuance requests submitted via on-line electronic service or e-mail must be digitally 
signed with qualified certificate. 

 

Certificates are issued according to the following rules:  
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a) Solely identification certificate may be issued to the persons above 5 years and 
under 18 years of age. 

b) Identification certificate, as well as signing certificate, may be issued to adults above 
18 years of age. 

c) Certificates for electronic seal may be issued to legal persons. 

Certificates on QSCD are delivered to persons or authorized representative.  

Certificates used for remote digital signature or remote digital seal creation are delivered to 
persons or authorized representative in AKD mPotpis service operating remote QSCD. 

 Relying parties 

The relying parties are natural or legal persons who provide on-line services and operate on 
the basis of reasonable reliance in a certificate and the trust service provider.  

The certificate allows linking the public key and electronic signature with the person or it 
allows a verification of the personΩs identity and validation of the electronic signature to the 
relying party.  

 Others 

Other participants are natural or legal persons who do not provide or use certification services, 
but they participate in various processes which can affect trust services, such as suppliers of 
HSM crypto devices, suppliers of PKI related products, services and solutions. 

 

QSCD device used by qualified trusted service provider for managing electronic signature 
creation data on behalf of the certification subject or creator of seal in AKD mPotpis service is 
HSM device supplied by the manufacturer and supplier of the HSM crypto devices. 

Remote QSCD meets the requirements set out in ISO IEC 15408 [43] Common Criteria (CC) v3.1 
Information Technology Security Evaluation Assurance Level EAL4+ augmented with 
AVA_VAN.5 and rules set out in Annex II Regulation (EU) No. 910/2014 [1].  

 

AKD is the manufacturer of the secure cryptographic device QSCD which is delivered to 
persons in possession. 

QSCD meets the requirements set out in ISO IEC 15408 [43] Common Criteria (CC) v3.1 
Information Technology Security Evaluation Assurance Level EAL4+ augmented with 
AVA_VAN.5, ALC_DVS.2  and rules set out in Annex II Regulation (EU) No. 910/2014 [1].  

 

In accordance with the CP [53] and CPS, manufacturer provides the following affairs: 

a) ǇǊŜǇŀǊŀǘƛƻƴ ŀƴŘ ǇǊƻŘǳŎǘƛƻƴ ƻŦ v{/5Ωǎ ŦƻǊ ǇŜǊǎƻƴǎ, 

b) generating pairs of the cryptographic keys of persons and their entry to the QSCD, 

c) distribution of the QSCD to the persons directly or using the services of RA and 

d) ensuring that the QSCD is a qualified means for the creation of electronic 
signature/seal (Qualified Electronic Signature Creation Device - QSCD) according to 
CC EAL4+. 
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 Certificate usage  

All PKI participants must use the certificates in compliance with the CP [53], KIDCA CPS, KIDCA 
PDS and national and/or EU legislations and regulations. 

  Appropriate certificate uses 

  kID NCP+ kident  Personal identification certificate 
(1.3.6.1.4.1.43999.5.5.2.1.2.2) 

Persons and relying parties should be aware of the terms of use for personal identification 
certificate: 

a) The high level of security attributed to the personal identification certificate is 
substantiated with the criteria set out in the Commission Implementing Regulation 
EU No. 2015/1502 [5] in order to: 

- it provides a high level of assurance of natural personΩs identity, 

- it provides protection against copying and unauthorized alteration by the attacker 
with high attack potential, 

- the person to whom it has been delivered is able to reliably protect it from the 
use by other persons, 

- it is delivered solely to the natural person - certification subject, 

- it has a highly reliable authentication mechanism, and 

- it is issued by the service provider with an established effective information 
security management practice.  

b) Personal identification certificate is issued on the qualified electronic signature 
creation device (QSCD) meeting the requirements set out in Annex II to the 
Regulation (EU) No. 910/2014 [1] as defined in Commission Implementing 
Regulation (EU) 2019/650 [6]. 

c) A natural person is named in the personal identification certificate and this person 
may use it either for private purposes or for business purposes. 

d) Identification certificate is used for authentication on on-line services. 

e) In the event of confirmed affiliation of the person and organization, data about 
organization can be specified in the α{ǳōƧŜŎǘά ŦƛŜƭŘ of the certificate, 
αƻǊƎŀƴƛȊŀǘƛƻƴbŀƳŜά ŀƴŘ αƻǊƎŀƴƛȊŀǘƛƻƴLŘŜƴǘƛŦƛŜǊά.  

 

Personal identification certificate is appropriate for authentication on AKD mPotpis service for 
remote signature and seal creation. 

 

 kID QCP-n-qscd-ksign Personal signing certificate (1.3.6.1.4.1.43999.5.4.2.1.2.1) 

Persons and relying parties should be aware of the rules of use of a personal signing 
certificate: 

a) Personal signing certificate is a qualified certificate for electronic signature, which 
meets requirements set out in Annex I to the EU Regulation No. 910/2014 [1]. 

b) The issuer of the personal signing certificate is a qualified trust service provider and 
which had been granted a qualified status by the supervisory body. 
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c) The conformity assessment body referred to in paragraph 13 of Article 2 of the 
Regulation (EC) No. 765/2008 [9] performs the conformity assessment of the 
qualified trust service provider in order to confirm the fulfilment of the 
requirements of the Regulation (EU) No. 910/2014 [1].  

d) Personal signing certificate is issued on the QSCD, which is a qualified electronic 
signature creation device  and which meets the requirements set out in Annex II to 
the Regulation (EU) No. 910/2014 [1] and as by implementation of Judgment of the 
Court (Grand Chamber) (EU) 2016/650 [6]. 

e) A natural person, certification subject, is named in the personal signing certificate 
and this person uses it for private and for business purposes. Personal signing 
certificate serves as a support in qualified electronic signature creation, as specified 
in Article 3, paragraph 12 of the Regulation (EU) No. 910/2014 [1]. 

f) In the event of confirmed affiliation of the person and organization, data about 
organization can be specified in the α{ǳōƧŜŎǘά ŦƛŜƭŘ of the certificate, 
αƻǊƎŀƴƛȊŀǘƛƻƴbŀƳŜά ŀƴŘ αƻǊƎŀƴƛȊŀǘƛƻƴLŘŜƴǘƛŦƛŜǊά. 

g) Unless provided with the special agreement or otherwise, the overall responsibility 
of the AKD towards persons and relying parties that reasonably rely on the 
certificate is limited with the amount of the insurance policy in accordance with the 
section 9.8. 

 

 kID QCP-n-qscd-krsign Personal certificate for remote signing 
(1.3.6.1.4.1.43999.5.4.6.1.2.1) 

Persons and relying parties should be aware of the rules of use of a personal signing 
certificate: 

a) Personal signing certificate is a qualified certificate for electronic signature, which 
meets requirements set out in Annex I to the EU Regulation No. 910/2014 [1]. 

b) The issuer of the personal signing certificate is a qualified trust service provider and 
which had been granted a qualified status by the supervisory body. 

c) The conformity assessment body referred to in paragraph 13 of Article 2 of the 
Regulation (EC) No. 765/2008 [9] performs the conformity assessment of the 
qualified trust service provider in order to confirm the fulfilment of the 
requirements of the Regulation (EU) No. 910/2014 [1].  

d) Personal remote signing certificate is issued by KIDCA in AKD mPotpis service on the 
remote QSCD, which is a qualified electronic signature creation device  and which 
meets the requirements set out in Annex II to the Regulation (EU) No. 910/2014 [1] 
and as by implementation of Judgment of the Court (Grand Chamber) (EU) 2016/650 
[6]. Remote QSCD meets the requirements  Common Criteria (CC) v3.1 Information 
Technology Security Evaluation Assurance Level  EAL4+ augmented by AVA_VAN.5. 

e) A natural person, certification subject, is named in the personal signing certificate 
and this person uses it for private and for business purposes. Personal signing 
certificate serves as a support in remote qualified electronic signature creation, as 
specified in Article 3, paragraph 12 of the Regulation (EU) No. 910/2014 [1]. 

f) In the event of confirmed affiliation of the person and organization, data about 
organization can be specified in the α{ǳōƧŜŎǘά ŦƛŜƭŘ of the certificate, 
αƻǊƎŀƴƛȊŀǘƛƻƴbŀƳŜά ŀƴŘ αƻǊƎŀƴƛȊŀǘƛƻƴLŘŜƴǘƛŦƛŜǊά. 

g) Unless provided with the special agreement or otherwise, the overall responsibility 
of the AKD towards persons and relying parties that reasonably rely on the 
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certificate is limited with the amount of the insurance policy in accordance with the 
section 9.8. 

 kID QCP-l-qscd-kseal Certificate for electronic seal 
(1.3.6.1.4.1.43999.5.4.2.3.3.4) 

Persons and relying parties should be aware of the rules of use of a certificate for electronic 
seal: 

a) Certificate for electronic seal is a qualified certificate for electronic seal, which 
meets requirements set out in Annex I to the EU Regulation No. 910/2014 [1]. 

b) The issuer of the certificate for electronic seal is a qualified trust service provider 
and which had been granted a qualified status by the supervisory body. 

c) The conformity assessment body referred to in paragraph 13 of Article 2 of the 
Regulation (EC) No. 765/2008 [9] performs the conformity assessment of the 
qualified trust service provider in order to confirm the fulfilment of the 
requirements of the Regulation (EU) No. 910/2014 [1].  

d) Certificate for electronic seal is issued on the QSCD, which is a qualified electronic 
signature creation device and which meets the requirements set out in Annex II to 
the Regulation (EU) No. 910/2014 [1] and as by implementation of Judgment of the 
Court (Grand Chamber) (EU) 2016/650 [6]. 

e) A legal person, creator of seal, is named in the certificate for electronic seal and this 
person uses it for business purposes. Certificate for electronic seal serves as a 
support in qualified electronic seal creation, as specified in Article 3, paragraph 27 of 
the Regulation (EU) No. 910/2014 [1]. 

f) Unless provided with the special agreement or otherwise, the overall responsibility 
of the AKD towards persons and relying parties that reasonably rely on the 
certificate is limited with the amount of the insurance policy in accordance with the 
section 9.8. 

 

 kID QCP-l-qscd-krseal Certificate for remote electronic seal 
(1.3.6.1.4.1.43999.5.4.6.3.3.4) 

Persons and relying parties should be aware of the rules of use of a certificate for electronic 
seal: 

a) Certificate for remote electronic seal is a qualified certificate for electronic seal, 
which meets requirements set out in Annex I to the EU Regulation No. 910/2014 [1]. 

b) The issuer of the certificate for remote electronic seal is a qualified trust service 
provider and which had been granted a qualified status by the supervisory body. 

c) The conformity assessment body referred to in paragraph 13 of Article 2 of the 
Regulation (EC) No. 765/2008 [9] performs the conformity assessment of the 
qualified trust service provider in order to confirm the fulfilment of the 
requirements of the Regulation (EU) No. 910/2014 [1].  

d) Certificate for remote electronic seal is issued by KIDCA in AKD mPotpis service on 
the remote QSCD, which is a qualified electronic signature creation device  and 
which meets the requirements set out in Annex II to the Regulation (EU) No. 
910/2014 [1] and as by implementation of Judgment of the Court (Grand Chamber) 
(EU) 2016/650 [6]. Remote QSCD meets the requirements Common Criteria (CC) v3.1 
Information Technology Security Evaluation Assurance Level EAL4+ augmented by 
AVA_VAN.5. 
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e) A legal person, creator of seal, is named in the certificate for remote electronic seal 
and this person uses it for business purposes. Certificate for electronic seal serves as 
a support in qualified electronic seal creation, as specified in Article 3, paragraph 27 
of the Regulation (EU) No. 910/2014 [1]. 

f) Unless provided with the special agreement or otherwise, the overall responsibility 
of the AKD towards persons and relying parties that reasonably rely on the 
certificate is limited with the amount of the insurance policy in accordance with the 
section 9.8. 

 

 Prohibited certificate uses 

Any use of the certificate, except for those specified in section 1.4.1, is prohibited. 

tŜǊǎƻƴǎ ŀƴŘ ǊŜƭȅƛƴƎ ǇŀǊǘƛŜǎ Ƴǳǎǘ ōŜ ŀǿŀǊŜ ƻŦ ǘƘŜ ƭƛƳƛǘŀǘƛƻƴǎ ŎƻƴŎŜǊƴƛƴƎ ǘƘŜ ŎŜǊǘƛŦƛŎŀǘŜΩǎ ǳǎŜΥ 

a) Certificates are not intended for data encryption. 

b) When a personal identification certificate is used as a support to the electronic 
signature, such signature is not considered as a qualified electronic signature. 

c) The signing certificate may not be used for any other purpose other than to support 
the electronic signature or a qualified electronic signature. 

d) Certificate for electronic seal may not be used for any other purpose other than to 
support the electronic seal or a qualified electronic seal. 

 Document administration 

 Organization administering the document 

The PMA, which operates within the AKD, is responsible for the creation and administration of 
the document. 

 Contact information 

Mailing address: 

AKD d.o.o 

Policy Management Authority 

Savska cesta 31 

HR-10000 Zagreb 

Croatia 

e-mail: pma@akd.hr  

web page: http://id.hr  

 Person determining CPS suitability for the policy 

The PMA is responsible for the conformity assessment of the document with the: 

- national and EU regulations related to the electronic identification and trust 
services,  

mailto:pma@akd.hr
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- technical specifications, standards and procedures related to the electronic 
identification and trust services, and  

- internal security rules and operating procedures relating to the implementation of 
actions and activities of the certification service provider. 

Should a need to amend the document be determined, the PMA starts the procedure of 
harmonisation of the documentation and determine the commencement of the application of 
the new rules for the provision of services. 

 CPS approval procedures 

Before the issuance of the CP and CPS and their commencement of the application, as well as 
following every amendment, the PMA gives the consent for the suitability and publication of 
the document. 

General Manager (CEO) approves publication of the CP and CPS. 

 Definitions and acronyms 

Definitions of terms and acronyms, used in this document, which are set forth in Annex 1 and 
Annex 2 to this document, are in line with the Regulation (EU) No. 910/2014 [1], ETSI EN 319 
411-1 [15], ETSI EN 319 411-2 [16] and other mandatory normative documents. 

 Publication and repository responsibilities 

 Repositories 

The AKD provides certificateΩs status verification service and makes all the information needed 
for the certificateΩs status verification (Table 2) available to the public. 

 

Table 2: Repository data 

Information AKDCA Root KIDCA 

CRL: HTTP protocol 
http://crl1. id.hr/akdcaroot.crl 

http://crl2. id.hr/akdcaroot.crl  

http://crl1.id.hr/kidca.crl  

http://crl2.id.hr/kidca.crl  

OCSP service http://ocsp.id.hr/akdcaroot  
http://ocsp-kidca.id.hr/kidca 

 

CA certificates http:// id.hr/cert/akdcaroot.crt  http://id.hr/cert/kidca.crt   

 

Data for the certificateΩs status verification are contained in the certificate, fields α/w[ 
Distribution Pointsα ŀƴŘ/or αAuthority Info Accessά. 

 Publication of certification information 

All information that persons and relying parties may need to use the trust services are 
published on the web portal of the trust service provider KIDCA http://id.hr  and RA offices. 

http://crl1.eid.hr/akdcaroot.crl
http://crl2.eid.hr/akdcaroot.crl
http://crl1.id.hr/kidca.crl
http://crl2.id.hr/kidca.crl
http://ocsp.eid.hr/akdcaroot
http://ocsp-kidca.id.hr/kidca
http://eid.hr/cert/akdcaroot.crt
http://id.hr/cert/kidca.crt
http://id.hr/
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The public section of the web portal, http://id.hr , is made available to the public, where the 
following information is published: 

a) Rules for providing certification services ς Certificate Policy (CP) [53] , 
http://id.hr/cps, 

b) Rules for certification procedure ς Certification practice statement (CPS, SSASC PS), 
http://id.hr/cps, 

c) Policy disclosure statement (PDS), http://id.hr/cps, 

d) Notifications related to the provision of certification services,  

e) Other information relevant to persons and relying parties, and 

f) Contact information for user support. 

 

The CA establishes a private section of web portal where persons, registered subjects of 
certification, have access to. 

The following information and services are published in the private section of the web portal: 

a) application and instructions necessary for the installation and use of the QSCD, 

b) on-line services for certificate's status verification, suspension/withdrawal of a 
certificate, 

c) personal contact information of the subject of certification, 

d) managing the eID means for authentication to AKD mPotpis service, and 

e) AKD mPotpis service for remote signature and remote seal creation. 

 Time or frequency of publication 

The following rules apply: 

a) The information on the web portal is available immediately following their formal 
approval. 

b) All contents on the web portal are in Croatian, and a portion of the content may be 
available in English.  

c) CP Error! Reference source not found., CPS and conditions for providing 
ertification services are available in Croatian and English. 

d) In case of inconsistence between Croatian and English version of documents, 
Croatian version is considered valid. 

e) The data in the repository is published immediately after their issuance.  

f) Information on the certificateΩs status is available under the conditions specified in 
section 4.10. 

g) The CA provides a continuous availability of the repository 24 hours a day, 7 days a 
week in accordance with the best business practices.  

h) Following the system failure or other factors that are out of the CAΩs control, all 
available measures are undertaken in order to ensure a system recovery within the 
shortest time possible. 

 Access controls on repositories 

The following rules apply: 

http://id.hr/
http://id.hr/cps
http://id.hr/cps
http://id.hr/cps
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a) Basic information on the web portal is available to the public without restrictions 
and according to standard service availability. 

b) Additional information and services on the web portal are available only to 
registered persons.  

c) The CA does not set any restrictions in relation to the use of the CRL and OCSP 
services. 

d) Certificates of the persons are not available for the public search. Certificates may 
ōŜ ŀǾŀƛƭŀōƭŜ ŦƻǊ ǘƘŜ ǇǳōƭƛŎ ǎŜŀǊŎƘ ƛƴ ŎŀǎŜ ƻŦ ǾŀƭƛŘ ǊŜƭŀȅƛƴƎ ǇŀǊǘƛŜǎΩ ǘŜŎƘƴƛŎŀƭ 
requirements and solely if the consent of the person is provided. 

e) The CA reserves the right to take appropriate measures to protect the repository 
and web portal from the misuse. 

 Identification and authentication  

 Naming 

 Types of names 

The name of the certificate or unique set of data that undoubtedly represents the subject of 
certification or legal person or creator of seal is entered in the άSubjectέ field of each 
certificate. 

The name of certificate is determined according to Recommendation ITU-T X.520 [50] or IETF 
RFC 5280 [38]. ά{ǳōƧŜŎǘέ field is determined according to Recommendation ITU-T X.501 [51]. 

 

There are following types of names: 

a) personal certificates that name a natural person, subject of certification, signatory, 

b) certificates for electronic seal that name a legal person ς creator of seal, and 

c) CA certificates, TSU certificates and OCSP service certificates that name the KIDCA or 
AKD QTSA service or KIDCA OCSP service as a legal person. 

 

 Need for names to be meaningful 

In case of CA certificates, TSU certificates and OCSP service certificates, the άSubjectέ field is 
formed from: 

 

commonName: Name of the CA certificate or OCSP service or AKD QTSA 
service 

organizationIdentifier: Legal person identifier or VAT number 

organizationName: Name of the legal person ς qualified trust service provider 

countryName: Code of the country in which the legal person is established 
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In case of certificates of persons, the άSubjectέ field is formed from: 

commonName: Name and surname of the natural person 

serialNumber: Serial number 

givenName: Name of the natural person 

Surname: Surname of the natural person 

organizationalUnitName: Type of the certificate 

organizationName (Optional): Name of organization, in case of person's affiliation with 
organization 

organizationIdentifier(Optional): Organization identifier or VAT number (according to section 
5 of the ETSI EN 319 412-1 ώƛΦпϐΣ őƭΦ р [17]), in case of 
person's affiliation with organization 

countryName: Code of the country 

 

In case of certificates for electronic seals, the άSubjectέ field is formed from: 

commonName: Name commonly used by creator of seal to represent itself 

organizationalUnitName: Type of the certificate 

organizationName: Name of legal person, seal creator 

organizationIdentifier: Legal person identifier or VAT number 

countryName: Code of the country of the legal person 

 Anonymity or pseudonyms of subscribers  

Not supported. 

 Rules for interpreting various name forms 

The άSubjectέ field in all of the certificates, issued by the certification service provider, is 
formed in accordance with IETF RFC 5280 [38] and recommendation of the ETSI EN 319 412-2 
[18] or ETSI EN 319 412-3 [19].  

Rules for interpreting various name forms are indicated in Table 3. 

The value of column αPresence / Contentάis interpreted as follows: 

1.) Presence 

¶ M (Mandatory) ς the value must be present in the field 

¶ O (Optional) ς the value may or may not be present in the field 

2.) Content 

¶ Fixed ς the value is predetermined 

¶ Variable ς ǘƘŜ ǾŀƭǳŜ ƛǎ ŘŜǘŜǊƳƛƴŜŘ ǳǎƛƴƎ Řŀǘŀ ǘƘŀǘ ŀǊŜ ƴƻǘ ǊŜƭŀǘŜŘ ǘƻ ǇŜǊǎƻƴΩǎ 
personal data (natural or legal person) 

¶ Holder Variable ς ǘƘŜ ǾŀƭǳŜ ƛǎ ŘŜǘŜǊƳƛƴŜŘ ǳǎƛƴƎ ǇŜǊǎƻƴΩǎ ǇŜǊǎƻƴŀƭ Řŀǘŀ 
(natural or legal person) 
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Table 3: Rules for interpreting various name forms  

Natural persons 

Field  Value 
Presence / 

Content 
Note 

commonName (cn) 
Name 

Surname 

M/Holder 

Variable 

Represents the name and the 

surname of the natural person 

serialNumber 

Natural 

person 

identifier 

M/Holder 

Variable 

3 characters for a person's identity 

reference type, two-letter ISO 

country code, "-" identification 

number ", e.g.: PNOHR-OIB, 

according to point 5.1.3 of ETSI EN 

319 412-2 [18] 

givenName (g) Name 
M/Holder 

Variable 

Represents the name of the subject 

of certification 

Surname (sn) Surname 
M/Holder 

Variable 

Represents the surname of the 

subject of certification 

organizationalUnitName 

(OU) 

Identification 

or 

Signature 

Or 

Rsignature 

M/ 

Variable 

Specifies the type of certificate 

organizationName (O) 

ORGANIZATIO

N NAME 

D.O.O 

O/Holder 

Variable 
Name of the organization that the 

natural person is affiliated to. 

organizationIdentifier 
VATHR-

1234567890 

O/Holder 

Variable 

VAT indicates a legal person 

HR is the code of the country 

A minus sign ά-έ (0x2D (ASCII), 
U+002D (UTF-8)) 

1234567890 is an identification 

number of the organization that the 

natural person is affiliated to.  

countryName (C) 
Two-letter ISO 

country code 

M/Holder 

Variable 

The ISO code of the country of the 

subject of certification. 

 

Legal persons (CA, OCSP, QTSA) 

Field  Value 
Presence / 

Content 
Note 
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commonName (cn) 

AKDCA Root 

KIDCA 
M/Fixed Represents the name of the CA 

AKDCA Root 

OCSP 

KIDCA OCSP 

AKD QTSA 

M/Fixed 
Represents the name of the OCPS 

system/TSA service 

organizationIdentifier 
VATHR-

58843087891 
M/Fixed 

VAT indicates a legal person 

HR is the code of the country 

A minus sign ά-έ (0x2D (ASCII), 
U+002D (UTF-8)) 

58843087891 is a tax identification 

number of the AKD (legal person) 

organizationName (O) AKD d.o.o 
M/Fixed AKD d.o.o is the name of a legal 

person 

countryName (C) HR 
M/Fixed HR is the code of the country of the 

legal person 

 

Legal persons  (electronic seal) 

Field  Value 
Presence 

/ Content 
Note 

commonName (cn) Seal name 
M/Holder 

Variable 

Name commonly used by the legal 

person - creator of seal to represents 

itself. 

organizationIdentifier VATHR-1234567890 
M/Holder 

Variable 

VAT indicates a legal person 

HR is the code of the country 

A minus sign ά-έ (0x2D (ASCII), U+002D 
(UTF-8)) 

1234567890 is a tax identification 

number of legal person (OIB for HR, VAT 

for foreign legal persons) 

organizationalUnitNa

me (OU) 

Seal 

Rseal 

M/ 

Variable 
Specifies the type of certificate 

organizationName (O) 
PRAVNA OSOBA 

d.o.o. 

M/Holder 

Variable 

Registered name of legal person ς 

creator of seal 

countryName (C) 
Two-letter ISO 

country code 

M/Holder 

Variable 

Two-letter ISO code of the country in 

which legal person is registered 
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  Uniqueness of names 

Unique information on the natural person or legal person (when the natural person is affiliated 
to organization, for CA certificates, TSU certificates, for certificates of OCSP service and 
certificates for electronic seal) to whom/which the certificate is issued, is entered into the 
άSubjectέ field of each certificate. 

The uniqueness of the natural personΩs name is provided with the άserialNumberέ attribute, 
while the uniqueness of the legal personΩs name of the issuer is provided with the 
άorganizationIdentifierέ attribute in the άLǎǎǳŜǊέ field. 

If the natural person is affiliated with organization, ǘƘŜ ǳƴƛǉǳŜƴŜǎǎ ƻŦ ǘƘŜ ƻǊƎŀƴƛȊŀǘƛƻƴΩǎ ƴŀƳŜ 
is provided with the αƻǊƎŀƴƛȊŀǘƛƻƴLŘŜƴǘƛŦƛŜǊά attribute in the ά{ǳōƧŜŎǘέ field. 

The uniqueness of the legal personΩs (creator of seal) name for the certificates for electronic 
seal is provided with the άorganizationIdentifierέ attribute in the άSubjectǊέ field. 

 

 Recognition, authentication, and role of trademarks 

Not applicable. 

 

 Initial identity validation 

 Method to prove possession of private key 

Private keys of the personal certificates and certificates for electronic seal (QCP-n-qscd-ksign, 
QCP-l-qscd-kseal i NCP+ kident) are generated in the HSM device and are entered on to a 
qualified electronic signature creation device (QSCD) in a secure environment of the 
manufacturer. 

 

Private keys of certificates used for remote signature or remote electronic seal creation (QCP-
n-qscd-krsign and QCP-l-qscd-krseal) are generated and used in the HSM device operated by 
qualified trust services provider AKD and mPotpis service. Remote HSM device is QSCD device 
and meets the requirements set out in ISO IEC 15408 [43] Common Criteria (CC) v3.1 
Information Technology Security Evaluation Assurance Level EAL4+ augmented with 
AVA_VAN.5 and rules set out in Annex II Regulation (EU) No. 910/2014 [1].  

 

Private keys and corresponding certificates for remote signature or seal are generated in AKD 
mPotpis service only if subject of certification or authorized representative is authenticated to 
AKD mPotpis service using two-factor authentication means registered in KID IDP system, using 
reference and authorization codes received after certificate request approval on SMS or e-mail 
provided in the registration process and setting the PIN for activating the private key. Delivery 
of certificate and control over the private key is confirmed by signatory in AKD mPotpis service 
by activating the key with previously set PIN. 

 

In the process of users key generation AKD as the qualified provider of trust services applies 
the appropriate measures and procedures to ensure and verify the relation of natural person 
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or creator of seal with the public key for which the certificate is issued and also to ensure that 
natural person or authorized representative has full control over the private key. 

 

Private keys of the OCSP certificate (NCP-l-scd-ocsp) are generated in the HSM device in a 
secure environment of the CA which performed an authorization of the natural person ς 
administrator of the certificate to take care of the HSM device and the corresponding private 
key. 

 Authentication of legal person identity 

Authentication of organization identity is carried out when certificates are issued to: 

a) natural person who is subject of certification and that person is affiliated with the 
organization (legal person) and organization's name is specified in the certificate's 
α{ǳōƧŜŎǘά field, and 

b) legal persons for the certificates for electronic seal. 

 

 

 Collection of information on legal persons 

For the purpose of identity validation on legal persons/organization, the following information 
and documents are collected: 

a) Basic information about the legal person includes, but are not limited to:  

- current name of the legal person,  

- personal identification number or VAT number or other unique identifier of legal 
person, 

- ŎƻǳƴǘǊȅ ƻŦ ǘƘŜ ƭŜƎŀƭ ǇŜǊǎƻƴΩǎ ƘŜŀŘǉǳŀǊǘŜǊΦ 

b) When necessary, the legal person may be requested to provide: 

- Current headquarters address of the legal person, 

- additional contact information: e-mail, phone number, etc. 

c) Evidence accepted for the purpose of validation of natural person affiliation with 
ƭŜƎŀƭ ǇŜǊǎƻƴΣ ƭŜƎŀƭ ǇŜǊǎƻƴΩǎ ƴŀƳŜΣ ǎǘŀǘǳǎ ŀƴŘ ŜȄƛǎǘŜƴŎŜ ŀǊŜΥ 

i. An excerpts from official registers of Republic of Croatia:  

a. Companies - excerpt or electronic record from the Court Registry or, 

b. Crafts - excerpt or electronic record from Crafts register or,  

ii. an extract or a print of an electronic record from the parent registry in the country 
of the EU, translated into Croatian language and verified by certified court 
interpreter in Republic of Croatia. 

d) Documents accepted for the purpose of validation of natural person affiliation with 
ƭŜƎŀƭ ǇŜǊǎƻƴΣ ƭŜƎŀƭ ǇŜǊǎƻƴΩǎ ƴŀƳŜΣ ǎǘŀǘǳǎ ŀƴŘ ŜȄƛǎǘŜƴŎŜ ŀǊŜΥ 

a. Signed and certified document issued by organization to which natural 
person is  affiliated to.  

e) In the event of modification of name, status or existence of organization during the 
validity period of the certificates issued by certification service provider, legal 
person is obligated to provide the certification service provider with valid 
documents and excerpts regarding the modification. 
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Collection of information on legal persons can be performed using on-line electronic services 
provided by official national or EU registers, or through AKD RA system. 

In case of inconsistency between data provided in documentation and application forms and 
data acquired from official registers via on-line services, AKD RA accepts data acquired from 
official register via on-line service as valid and informs the authorized representative of legal 
person.  

 

 Information verification on legal persons 

The verification process includes, but is not limited to:  

a) verification of legal person's status and existence in the official registers via available 
on-line services and/or verification of enclosed documents provided as evidence of 
legal person's status and existence, 

b) verification of legal person's name, for the purpose of establishing that legal 
person's name  indicated in the certificate application is equal to the name that legal 
person's is using in transactions, and 

c) verification of legal person's identification number via available national on-line OIB 
service, for the purpose of establishing that legal person's identification data 
(identification number or vat number or other relevant identification data) indicated 
in the certificate application is equal to the identification data in correspondence 
with organization or legal person name. 

 

Information verification on legal persons can be performed using on-line electronic services 
provided by official national or EU registers, or through AKD RA system. 

In case of inconsistency between data provided in documentation and application forms and 
data acquired from official registers via on-line services, AKD RA accepts data acquired from 
official register via on-line service as valid and immediately informs the authorized 
representative of legal person.  

 Authentication of individual identity 

 Collection of information on natural persons 

Collection and verification of data on persons are carried out in accordance with the AKD RA 
operating instructions [55]. 

For the purpose of identity validation of the natural persons, the following information and 
documents are collected: 

a) Basic information about the subject of certification including:  

- full name and surname,  

- type and number of personal identification document, 

- personal identification number or national identification number found in 
valid personal identification document,  

- place and address of residence,  

- date of birth. 

b) Appropriate documents for the verification of the name, identity and the basis for 
the issuance of certificate are required. 
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c) Public documents (national or EU) that are considered as relevant evidence of the 
natural personsô identity include: 

- valid personal identity card, 

- valid passport. 

d) If the natural person (subject of certification) is affiliated with organization, 
additional information and documents are required: 

- proof of legal existence, name and legal status of  organization, 

- proof that natural person's affiliation with organization, 

- proof that natural person is legally authorized representative. 

e) Documents that are considered as relevant evidence of person's affiliation with the 
organization include: 

a.  Signed and certified document issued by organization to which natural 
  person is affiliated to. 

f) Documents (national or EU) that are considered as relevant evidence of natural 
persons authorized representative status of legal person: 

a. An excerpts from official registers of Republic of Croatia:  

i. Companies - excerpt or electronic record from the Court Registry or, 

ii. Crafts - excerpt or electronic record from Crafts register or, 

iii. Chambers - the statute and parent law or, 

iv. Freelancers - excerpt or electronic record from the parent Chamber 
and the decision of the Tax Administration, 

b. An extract or a print of an electronic record of the parent registry in the EU 
MS, translated into Croatian and verified by certified court interpreter in 
Republic of Croatia. 

c. In addition with Excerpts from f) a. or f) b., legal authorization of the person 
named in Excerpt as the legal representative of legal person. 

 

Collection of information on natural persons can be performed using on-line electronic 
services provided by official national or EU registers, or through AKD RA system. 

In case of inconsistency between data provided in documentation and application forms and 
data acquired from official registers via on-line services, AKD RA accepts data acquired from 
official register via on-line service as valid and informs the person.  

 

 Information verification on natural persons 

The following rules apply: 

a) The RA (offices) collects and verifies information and documents in order to ensure 
that each information, contained in the certificate, is verified and confirmed.  

b) tǊƻŎŜǎǎŜǎ ŦƻǊ ƛŘŜƴǘƛŦȅƛƴƎ ŀƴŘ ǾŜǊƛŦȅƛƴƎ ǘƘŜ ƛŘŜƴǘƛǘȅ ƻŦ ƴŀǘǳǊŀƭ ǇŜǊǎƻƴǎ ŀƴŘ ǇŜǊǎƻƴΩǎ 
affiliation with organization ŀƴŘκƻǊ ǇŜǊǎƻƴΩǎ ǎǘŀǘǳǎ ƻŦ ƭŜƎŀƭ ǊŜǇǊŜǎŜƴǘŀǘƛǾŜ ƻŦ ǘƘŜ 
legal person, are conducted in accordance with the national and EU identification 
practice and also with national and EU acts for data exchange interoperability. 

 

The verification process includes, but is not limited to:  
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a) direct verification of the existence and identity of the natural person with the direct 
identification and the physical presence of a person on the basis of the enclosed 
document, 

b) verification of existence and identity of the natural person subject of the 
certification by identification in the physical presence of the person, carried out at 
the Notary Office, based on the presented Application for certification, in 
accordance with Article 60. Identification and Article 77 Verification of signature of 
the Public Notaries act [10], and which fulfils the requirements of Article 24 (1) (a) of 
Regulation (EU) No 1095/2010. 910/2014 [1], 

c) indirect verification that provides the same level of verification of the existence and 
identity as direct identification and the physical presence of a person, 

d) indirect verification of the existence and identity of the person is conducted by  verifying 

ǇŜǊǎƻƴΩǎ ŎŜǊǘƛŦƛŎŀǘŜ ǳǎŜŘ ŦƻǊ ŎǊeating qualified electronic signature issued upon direct 

verification of the existence and identity of the person, 

e) indirect verification is used by using electronic identification means of level 
ΨǎǳōǎǘŀƴǘƛŀƭΩ ƻǊ ΨƘƛƎƘΩΣ pursuant to Article 8  of the Regulation (EU) No. 910/2014 [1], 
used for issuing qualified certificates, 

f) verification of organization's existence, name and status on the basis of the enclosed 
documents or excerpts, 

g) verification of person's affiliation with organization on the basis of the enclosed 
documents, 

h) ǾŜǊƛŦƛŎŀǘƛƻƴ ƻŦ ǇŜǊǎƻƴΩǎ authorized representative status in relevant parent registers 
and, if required, on the basis of the enclosed documents or excerpts, 

i) verification assessing whether collected information correspond to those stated in 
the enclosed documents, 

j) authenticity verification for the enclosed documents and excerpts,  

k) determining whether there is a basis for the issuance of identification certificate 
and/or signing certificate, 

l) verification on accepting the Policy Disclosure Statement and conditions for 
providing certification services. 

 

Information verification on natural persons can be performed using on-line electronic services 
provided by official national or EU registers, or through AKD RA system. 

In case of inconsistency between data provided in documentation and application forms and 
data acquired from official registers via on-line services, AKD RA accepts data acquired from 
official register via on-line service as valid and immediately informs the person.  

 

 Non-verified subscriber information 

Persons can be asked for common name that legal person - creator of seal will represent itself. 

The RA (offices) does not verify mobile phone number, e-mail address and additional contact 
information, as a person is responsible for their accuracy. E-mail address or mobile phone 
number can be verified when accessing private web portal when signatory or authorized 
representative is using AKD mPotpis service for remote signature creation. 
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 Validation of authority   

If natural person's affiliation with organization is indicated in application for issuing certificates 
to natural persons, RA officers must verify in the official register in charge for the organizations 
or legal persons, that signatory on the enclosed document issued by the organization (see 
section 3.2.3.1, g.) is the same person that is certified and legal representative of organization. 

 

When applicatioƴ ŦƻǊ ƛǎǎǳƛƴƎ ŎŜǊǘƛŦƛŎŀǘŜǎ ŦƻǊ ŜƭŜŎǘǊƻƴƛŎ ǎŜŀƭ ƛǎ ǊŜŎŜƛǾŜŘΣ ǘƘŜ ǎƛƎƴŀǘƻǊȅΩǎ ƻƴ ǘƘŜ 
enclosed documents identity is determined and verified according to sections 3.2.3.1 and 
3.2.3.2, in order to check if the signatory is the same person that is certified as authorized 
representative of legal person.  

Additionally, authorization of authorized representative is checked in the parent register for 
legal persons. If the person authorized representative is not the person named as authorized 
legal representative in the parent register, the legal authorization is required for authorized 
representative person is required.  

Identity of persons with legal authorization is established and verified using the same 
procedures as used for the legal representative. 

 

Validation of authority can be performed using on-line electronic services provided by official 
national or EU registers, or through AKD RA system. 

In case of inconsistency between data provided in documentation and application forms and 
data acquired from official registers via on-line services, AKD RA accepts data acquired from 
official register via on-line service as valid and immediately informs the representative of legal 
person.  

 

 Criteria for interoperation 

No stipulation. 

 Identification and authentication for re-key requests 

 Identification and authentication for routine re-key 

Rules of identification and verification of the identity upon issuance of the new pair of keys 
referred to in section 3.3.2 are applied. 

 Identification and authentication for re-key after revocation  

Upon issuance of the new pair of keys, the following security measures and procedures apply: 

a) The rules for identity validation upon issuance of the new pair of keys are the same 
as the rules of initial identity validation (section 3.2.3). 

b) LƴŦƻǊƳŀǘƛƻƴΩǎ ŀƴŘ ŘƻŎǳƳŜƴǘǎ ŎƻƭƭŜŎǘŜŘ ƛƴ ǘƘŜ ƛƴƛǘƛŀƭ ƛŘŜƴǘƛǘȅ ǾŜǊƛŦƛŎŀǘƛƻƴ Ƴŀȅ ōŜ 
used upon issuance of the new pair of keys. 

c) Persons submitting requests due the name or surname or organization name 
modification must provide public personal identification document or excerpt with 
the modified name or surname or organization name, which person is obliged to use 
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in legal transactions. Modifications of name or surname or organization name can 
be verified using on-line electronic services provided by official national or EU 
registers, or through AKD RA system. 

 Identification and authentication for revocation request 

Identity verification of the person is carried out upon submitting a request for revocation. With 
the identity verification of person submitting the request also the authorization of person 
submitting the request is determined.  

 

If a revocation request is submitted at the RA office identity of person is established with the 
direct identification and the physical presence of a person on the basis of the adduced 
personal identity document. 

 

When submitting revocation requests for certificates for electronic seal and certificates issued 
to persons affiliated with organization when the person who is submitting the request is not 
the subject of certification, identity verification of authorized or legal representative is carried 
out. 

 

Identity verification and authentication of persons can be carried out by validating and 
verifying qualified electronic signature of the person or authorized representative created 
when the request is signed and submitted in electronic form. 

 

Upon submitting a request for certificate suspension, the identity verification may be carried 
out remotely, by electronic means using the appropriate method of authentication. 

The acceptable remote method of authentication includes authentication to private part of 
web portal and verification of requested action via link provided in the e-mail. With successful 
authentication to web portal and verification of requested action the person has submitted a 
valid request for certificate suspension. 

 

Data for authentication to web portal are delivered to the user according to section 6.4. 

Identity of person submitting the request in electronic form may also be established and 
ǾŜǊƛŦƛŜŘ ōȅ ǾŀƭƛŘŀǘƛƴƎ ŀƴŘ ǾŜǊƛŦȅƛƴƎ ǇŜǊǎƻƴΩǎ ǉǳŀƭƛŦƛŜŘ ŜƭŜŎǘǊƻƴƛŎ ǎƛƎƴŀǘǳǊŜ created when signing 
request in electronic form. 

 Certificate life-cycle operational requirements 

 Certificate Application 

 Who can submit a certificate application 

 

Application can be submitted by adult natural person who is a certification subject, legal 
representative of the organization (subscriber) on behalf of certification subject that is 
affiliated with organization and authorized representative on behalf of the legal person ς 
creator of seal for certificates for electronic seal. 
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    Enrolment process and responsibilities 

Information about the enrolment process and submitting a certificate application is available 
to public on the web portal http://www.id.hr  and in RA offices. 

 

The following rules are prescribed: 

a) The certificate application is submitted via RA: at RA offices or via on-line service. 

b) The certificate application is submitted on the prescribed form which is available in 
the RA offices, web portal http://www.id.hr  or via on-line service. 

c) The persons are required to confirm that the personal identification data at the time 
of submission of an application are complete and accurate by signing the certificate 
application. 

d) By submitting the certificate application, the natural persons and/or legal person 
representatives confirms the acceptance of conditions for providing certification 
services (PDS).  

e) Confirmation of payment fees for requested services is required. 

 Certificate application processing 

 Performing identification and authentication functions 

The following rules apply: 

a) Identification and authentication of the RA officers and CA personnel is performed 
as defined in section 3.2.3.3. 

b) The procedures related to the verification of RA officers and CA personnel are 
defined in section 5.3. 

c) RA may verify the ǇŜǊǎƻƴΩǎ Řŀǘŀ indicated in certificate application via on-line 
services provided by official national registers, or through AKD RA system, of which 
persons are informed promptly. In case of inconsistency of data indicated in 
certification application and the data acquired from the on-line service RA may use 
the latter personal data as valid. 

d) In the event of data inconsistency, as described above (section 4.2.1 c), RA may 
replace personal data indicated in certificate application, specified in section 3.2.3 
and 3.2.2, with the personal data acquired on-line from official national registers. 

 Approval or rejection of certificate applications 

The RA decides on the approval or rejection of the certificate application. 

 

Certificate application will be rejected if:  

a) there is a suspicion that the information gathered about natural or legal persons are 
not accurate, complete or reliable, 

b) information verification process concerning natural persons cannot be successfully 
carried out according to the section 3.2.3.2, 

c) information verification process concerning legal persons cannot be successfully 
carried out according to the section 3.2.2.2, 

http://www.id.hr/
http://www.id.hr/
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d) information verification process concerning legal persons, when person is affiliated 
with organization, cannot be successfully carried out according to the section 
3.2.2.2, 

e) person or representative of legal person does not accept data acquired via on-line 
service, or through AKD RA, from official national registers as valid, 

f) the certificate application has been retroactively withdrawn, or 

g) it has been determined subsequently following the submission of the application 
that certificate application has not been authorized. 

 

If the certificate application has been rejected, the Subscriber enquires orally about the 
reasons for the rejection of the application. 

  

Certificate application is approved if the identity of the natural person is confirmed according 
to the section 3.2.3, and/or the identity of the legal person is confirmed according to the 
section 3.2.2. 

 

All submitted applications are entered into the information system of the RA which meets the 
security requirements set out in sections 6.5 and 6.6.  

 

Forms, contracts and all printed documentation that are collected during the application 
procedure are stored and kept in accordance with the rules set out in section 5.5.2. 

Applications submitted in electronic form via on-line service are stored and kept in AKD RA 
system in accordance with the rules set out in section 5.5.2. 

 

The protection of the personal data collected in the registration process of natural persons is 
carried out in accordance with the rules set out in section 9.4. 

 Time to process certificate applications 

Certificate applications are processed within 7 work days from the submission of application. 

 Certificate issuance 

 CA actions during certificate issuance  

a) Certificates may be issued to natural and legal persons solely after all data has been 
validated and verified and certificate application has been authorized and entered in 
to the AKD RA system. 

b) After the entering the certificate application in the information system of the RA, 
data necessary to complete the application is sent to the CA through a secure 
communication channel. 

c) The CA does not verify the completeness, accuracy and uniqueness of the received 
data for the issuance of the certificates, but it relies on the verification carried out in 
the RA. 

d) Certificates may be issued to persons solely on the basis of the certificate 
application received from the RA. 
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e) When certificates are issued on the QSCD and the QSCD is issued to natural person 
or authorized representative the manufacturer produces the QSCD with a chip and a 
printed design. 

f) The process of producing and issuing of a certificate and generating pairs of keys 
and their entry into the remote QSCD, their storage and usage when the qualified 
trusted service provider manages electronic signature creation data on behalf of the 
signatory or creator of seal, is carried out in a secure environment of AKD mPotpis 
service which meets the security requirements set out in sections 6.5 and 6.6. 

g) The profile of the issued certificate must be in accordance with the requirements set 
out in section 7.1. 

h) The CA keys, that are used to sign the certificates and keys of the person offer 
protection using measures and procedures, prescribed in section 6.2. 

 Notification to subscriber by the CA of issuance of certificate 

Notifications to natural person or authorized representative about the date of issuance of 
certificate, collection of QSCD or delivery of certificates for remote signature creation in ADK 
mPotpis service are as follows:  

a) direct notification by the RA officers in the RA office at the time of submitting the 
certificate application,  

b) notification to the e-mail address or mobile phone number indicated in certificate 
application. 

 Certificate acceptance 

 Conduct constituting certificate acceptance 

a) The certificates are delivered to the natural person ς subject of certification or 
Authorized representative. 

b) Subject of certification or authorized representative must verify the content of the 
certificate immediately upon receiving the certificate. If found that content of 
certificate is not as intended and certificate is not accepted, the person must inform 
AKD without delay. 

c) When the certificates are delivered on QSCD, it is deemed that the person 
(certification subject) or authorized representative has accepted the private key and 
the certificate at the time of delivery of the QSCD. 

d) At the time the QSCD is being collected, the person is informed of the conditions 
applicable for the use of the certificate and has already accepted the conditions for 
providing certification services (PDS) according to the section 4.1.2. 

e) If the person fails to collect the QSCD with certificate within 120 days, it is deemed 
that the certificate was not accepted. 

f) When the qualified trusted service provider manages electronic signature creation 
data on behalf of the signatory or creator of seal, it is deemed that the certificate is 
accepted at the time of first usage of certificate in AKD mPotpis service. Certificate is 
accepted after completion of following procedure: 

a. Signatory or authorized representative receives reference and authorization 
codes for generation and activation of private key and corresponding 
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certificate. Codes are generated in AKD mPotpis service and sent to e-mail 
or SMS provided in certificate application. 

b. Signatory or authorized representative must authenticate to AKD mPoptis 
service using two-factor eID means registered in KID IDP. 

c. Certificate is registered in AKD mPotpis service by using reference and 
authorization code in AKD mPotpis service and setting the PIN for private 
key activation. 

d. Signatory or authorized representative must perform first activation of 
private key with PIN in AKD mPotpis service. 

e. If the signatory or authorized representative fails to perform procedure 
described above, a) to d), within 120 days, it is deemed that the certificate 
was not accepted. 

g) Certificates that have not been accepted are revoked in line with the procedure 
described in section 4.9.3. 

 Publication of the certificate by the CA 

Certificates of the person are not available in the public directory for the public search. AKD 
reserves the right to subsequently make available public search of certificates of the person, if 
required and under commercial terms.   

 Notification of certificate issuance by the CA to other entities 

The information that the certificate has been issued and that the QSCD has been produced or 
remote certificate has been accepted in AKD mPotpis service the CA sends to the AKD RA 
information system through a secure communication channel. 

The CA does not inform other entities regarding the certificate issuance.  

The persons may deliver its certificate to other entities, when necessary. 

 Key pair and certificate usage 

 Subscriber private key and certificate usage 

When the person is in the possession of key pair on QSCD and manages the keys the following 
rules apply:  

a) An undamaged security envelope containing registration data for the web portal and 
the QSCD activation is delivered to the persons (certification subject) or authorized 
representatives. 

b) Registration data for web portal and/or QSCD activation can be delivered to the 
persons (certification subject) or authorized representatives via e-mail or SMS 
provided in certificate application, if indicated in application form.  

The QSCD contains: 

a) signing certificate, which is a qualified certificate and is intended for the electronic 
signature creation, 

b) certificate for electronic seal, which is qualified certificate and intended for 
electronic seal creation, and/or 
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c) identification certificate, which is an electronic identification means of high level of 
security and is intended for the authentication on electronic services. 

 

When the person is in control of key pair on remote QSCD in AKD mPotpis service and keys are 
managed by AKD on behalf of person, the following rules apply:  

a) Registration data for web portal and registration codes for certificate registration 
and acceptance are delivered to the persons (certification subject) or authorized 
representatives via e-mail or SMS provided in certificate application.  

The remote QSCD can contain: 

a) signing certificate, which is a qualified certificate and is intended for remote 
electronic signature creation, and/or 

b) certificate for electronic seal, which is qualified certificate and intended for remote 
electronic seal creation. 

 

Certificates issued to natural persons are the property of a subscriber and are used by 
certification subject for private purposes, and also for business purposes when the affiliation 
of the natural person to organization is verified. 

Certificates issued to legal persons are the property of creator of seal and are used by 
authorized representative for business purposes. 

 

Persons accepted the conditions for providing certification services (PDS) are obligated to fulfil 
the responsibilities indicated in section 9.6.4. 

   

Conditions for providing certification services include: 

a) LƴŦƻǊƳŀǘƛƻƴΩǎ ŀōƻǳǘ ŎŜǊǘƛŦƛŎŀǘƛƻƴ ǎŜrvice provider, scope of provided services and 
rules for providing the services, 

b) LƴŦƻǊƳŀǘƛƻƴΩǎ ŀōƻǳǘ ŎŜǊǘƛŦƛŎŀǘŜ ǘȅǇŜǎΣ ŀǇǇǊƻǇǊƛŀǘŜ ŀƴŘ ǇǊƻƘƛōƛǘŜŘ ŎŜǊǘƛŦƛŎŀǘŜ ǳǎŀƎŜ 
and  certificate status related services, 

c) LƴŦƻǊƳŀǘƛƻƴΩǎ ŀōƻǳǘ ŀǳǘƘŜƴǘƛŎŀǘƛƻƴ ŀƴŘ ǇǊƛǾŀǘŜ ƪŜy activation data usage in AKD 
mPotpis service, 

d) Representations and warranties of natural and legal persons, certification services 
provider and relying parties, 

e) LƴŦƻǊƳŀǘƛƻƴΩǎ ǊŜƎŀǊŘƛƴƎ ƭƛŀōƛƭƛǘȅΣ ǇǊƛŎŜǎΣ ŎƻƴŎƭǳǎƛƻƴ ŀƴŘ ǘŜǊƳƛƴŀǘƛƻƴ ƻŦ ŎƻƴǘǊŀŎǘΣ etc., 

f) Data protection and confidentiality provisions, 

g) Communication, complaint and dispute resolution procedures, and 

h) Applicable laws and supervision procedure of certification service provider. 

 

 Relying party public key and certificate usage 

The relying parties using certificates and certification services are obligated to act in 
accordance with conditions for providing certification service and fulfil the following 
responsibilities: 

a) to enquire on the web portal about conditions for providing certification services, 
and the appropriate manner to use the certification services, 
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b) to independently assess and determine the appropriateness of the certificate use 
for the appropriate purpose, 

c) to establish, before exercising trust in the certificate, that the certificate has not 
expired and that it is not revoked, all according to the data contained in the 
certificate, 

d) that the verification of the certificate validity is carried out using an authorized 
source and reliable equipment, and 

e) ǘƻ ǾŜǊƛŦȅ ǘƘŜ ŎŜǊǘƛŦƛŎŀǘŜΩǎ ǎǘŀǘǳǎ ƻŦ ǘƘŜ persons and of all certificates in the 
certification path according to the procedures indicated in IETF RFC 5280 [38] and 
IETF RFC 3739 [37]. 

 Certificate renewal 

 Circumstance for certificate renewal 

The certificate must be renewed if the period of validity has expired. 

Any renewal of the certificate means issuing of a new pair of keys (refer to section 4.7.1). 

 Who may request renewal 

The rules indicated in section 4.1 apply.  

 Processing certificate renewal requests 

The rules indicated in section 4.2 apply.  

 Notification of new certificate issuance to subscriber 

The rules indicated in section 4.3 apply. 

 Conduct constituting acceptance of a renewal certificate 

The rules indicated in section 4.4.1 apply.  

 Publication of the renewal of certificate by the CA 

The rules indicated in section 4.4.2 apply.  

 Notification of certificate issuance by the CA to other entities 

The rules indicated in section 4.4.3 apply. 

 Certificate re-key 

 Circumstances for certificate re-key 

A new pair of keys and a new certificate is issued: 
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a) If the certificate must be renewed (refer to section 4.6), or  

b) If the certificate must be modified (refer to section 4.8), or 

c) In the case of certification revocation (refer to section 4.9). 

The CA does not it reactivate the revoked certificate, but a new pair of keys and a new 
certificate is issued to person. 

 Who may request certification of a new public key 

The rules indicated in section 4.1 apply.  

 Processing certificate re-keying requests 

The rules indicated in section 4.2 apply.  

 Notification of new certificate issuance to subscriber 

The rules indicated in section 4.3 apply. 

 Conduct constituting acceptance of a re-keyed certificate 

The rules indicated in section 4.4.1 apply.  

 Publication of the re-keyed certificate by the CA 

The rules indicated in section 4.4.2 apply.  

 Notification of certificate issuance by the CA to other entities 

The rules indicated in section 4.4.3 apply.  

 Certificate modification 

 Circumstances for certificate modification 

Circumstances for certificate modification include:  

a) There was a modification of data contained in the certificate, 

b) It was found that the information, contained in the certificate, are incorrect, or 

c) Permanent loss of PIN for private key activation in AKD mPotpis service. 

Any modification of the certificate means issuing of a new pair of keys (refer to section 4.7.1). 

 Who may request certificate modification 

The rules indicated in section 4.1 apply.  
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 Processing certificate modification requests 

The rules indicated in section 4.2 apply.  

 Notification of new certificate issuance to subscriber 

The rules indicated in section 4.3 apply. 

 Conduct constituting acceptance of modified certificate 

The rules indicated in section 4.4.1 apply.  

 Publication of the modified certificate by the CA 

The rules indicated in section 4.4.2 apply.  

 Notification of certificate issuance by the CA to other entities 

The rules indicated in section 4.4.3 apply.  

 Certificate revocation and suspension 

 Circumstances for revocation 

The certificate is revoked under the following circumstances:  

a) An authorized request for the certificate revocation has been submitted. 

b) A modification in certificate data contained in the attributes of the α{ǳōƧŜŎǘάŦƛŜƭŘ 
has been reported, e.g. name or identification number of natural or legal person or 
certificate name. 

c) Errors in certificate data or on body of QSCD are discovered during application 
processing, certificate issuance, QSCD personalization, security envelope 
personalization or other activities during certification services providing, before the 
delivery or acceptance of certificates. 

d) A loss or malfunction of QSCD has been reported. 

e) A misuse or unauthorized use of the QSCD has been reported, private key or 
activation data is not in solely possession of the subject of certification or authorized 
representative or whenever the private key compromising is possible. Private key 
activation PIN for remote signature creation used in AKD mPotpis service is 
permanently loss. 

f) A cessation of previously established affiliation of the subject of certification with 
subscriber (organization) has been reported. 

g) A cessation of validity of the certificate has been established before the expiration 
of the period for which the certificate has been issued for due to the death of a 
person or if there are no grounds according to which the certificate was issued. 

h) Exceptional circumstances and an instance of force majeure occurred, including 
weather-related and natural disasters, landslides, floods, fire, war, acts of war, 
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terrorism, intrusion into physical space, intrusion in an information system or civil 
disorders. 

i) The court, public prosecution or institutions that conduct judicial or criminal 
investigation request a certificate revocation in order to prevent a crime. 

j) It was found that the private key does not match the public key in the certificate or 
it was found that the data in the certificate are incorrect. 

k) It was found that the certificate application was not authorized or it was 
retroactively withdrawn. 

l) It was found that the certificate was not issued in accordance with the CPS or CP. 

m) The CA certificate was revoked. 

 

The CA certificate is revoked under the following circumstances: 

n) It is prescribed by a mandatory regulatory request or standard that the technical 
and security characteristics of the certificate, such as a cryptographic algorithm and 
key length, represent an unacceptable risk for all participants indicated in section 
1.3. 

o) The CA private key compromising has been established. 

p) When the certification service provider, due to technical, contractual or any other 
reason, ceases to issue certificates or ceases to provide certification services. 

 Who can request revocation 

The certificate revocation for the certificates issued to natural persons may be requested by: 

a) The natural person named as certification subject or his/her legal representative, for 
circumstances indicated in section 4.9.1, points a) to b) and d) to g),  

b) Legal representative on the behalf of the subscriber, for circumstances indicated in 
section 4.9.1, points a) to b) and d) to g), 

c) Authorized RA/LRA personnel, for circumstances indicated in section 4.9.1 points a) 
to g), 

d) Authorized CA personnel and approved by the PMA for circumstances indicated in 
section 4.9.1 points i) to o),  

e) PMA, for circumstances indicated in section 4.9.1 and 

f) CA, TSU and OCPS revocation request is initiated and approved by the PMA. 

 

The certificate revocation for the certificates issued to legal persons may be requested by: 

a) Authorized representative on the behalf of creator of seal, for circumstances 
indicated in section 4.9.1, points a) to b) and d) to g), 

b) Authorized RA/LRA personnel, for circumstances indicated in section 4.9.1, points a) 
to g), 

c) Authorized CA personnel and approved by the PMA, for circumstances indicated in 
section 4.9.1. points i) to o), 

d) PMA, for circumstances indicated in section 4.9.1, and 

e) CA, TSU and OCPS revocation request is initiated and approved by the PMA. 
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 Procedure for revocation request 

The following procedures for the certificate revocation request are applied:  

a) Clear instructions concerning procedures to be taken in case of occurrence of the 
reason for the certificate revocation available on the web portal are indicated in 
section 4.1.9.  

b) Certificate revocation request is submitted:  

a. in the RA offices during work hours, 

b. on-line on the private web portal for submitting certificate suspension 
requests, according to procedure  specified in section 4.9.15 . Service is 
available 24/7 or 

c. via other electronic communication channels by which identity validation 
and verification of person submitting the request can be determined, 
according to rules set out in section 3.4. 

c) The certificate revocation request is accepted only if the identity of the applicant is 
determined in accordance with the rules for identity validation in line with the 
section 3.4. 

d) Accepted revocation requests are entered in AKD RA system by RA officers. 

e) Revocation requests are forwarded from AKD RA system for further processing to 
the CA. 

f) CA, TSU and OCSP revocation request is initiated and approved by the PMA. 

 

 Revocation request grace period 

The certificate revocation request should be submitted within the shortest time possible from 
the occurrence of the reason for revocation. 

If there was a modification of the data named in the certificate (e.g. name or identification 
number of natural or legal person), the person, creator of seal or authorized representative or 
subscriber is required to request a revocation within the shortest time possible from the date 
the modification occurred. 

 Time within which CA must process the revocation request 

The following rules are applied: 

a) Immediately after having received the information on the occurrence of the reason 
for the certificate revocation, an investigation of the problem commences, and a 
decision concerning certificate revocation or some other activity to be carried out is 
reached within 24 hours. 

b) In reaching a decision concerning certificate revocation the following is considered: 

- authenticity and reliability of the received information concerning the occurrence 
of the reason for the revocation, 

- number of certificate revocation requests, 

- ǊŜƭŜǾŀƴŎŜ ŀƴŘ ŀǳǘƘƻǊƛȊŀǘƛƻƴ ǇƻǿŜǊ ƻŦ ǘƘŜ ǊŜǾƻŎŀǘƛƻƴ ǊŜǉǳŜǎǘΩǎ ǎƻǳǊŎŜΣ 

- legal obligations, and 

- consequences that may result during certificate revocation or its non-revocation. 



 
KIDCA Certification Practice Statement Lite 

Code: PRO-IV-301-00 

Edition: 1.4/2020-05-01 

 

ϭ!Y5 нл20  
KIDCA Internal Certification Practice Statement                                                                                    43 of 106 

c) If the decision on acceptance of the revocation request has been reached, the CA 
processes the request within 60 minutes and publicly publishes the information 
concerning certificate revocation. 

d) If there is no possibility for the revocation request to be accepted within 24 hours, 
the certificateΩs status changes. 

e) The system for the certificate revocation has a reliable source of time and it 
provides a valid record of the date and time that is synchronized with the UTC at 
least once a day. 

f) The CA provides a secure environment in which the certificate revocation procedure 
is performed, as indicated in sections 6.5, 6.6 and 6.7. 

g) Revoked certificates cannot be reactivated and their status cannot be modified or 
changed. 

 Revocation checking requirement for relying parties 

The relying party should check the status of the certificate before trusting the certificate. 

Information verification services concerning the certificateΩs status are available on-line 
(pursuant to clauses 4.9.9 and 4.9.10 herein). 

Should the relying party, for any reason at a particular moment, fail to obtain information 
concerning the certificateΩs status, and then it is obligated to either reject the use of the 
certificate or assume risk and responsibilities, and bear consequences for the use of a 
certificate whose status has not been confirmed. 

 CRL issuance frequency 

The CRL is issued according to the following rules: 

a) KIDCA obliges to issue a CRL at least 1-time within 24 hours. 

b) The new KIDCA CRL list is issued at least 10 minutes before the expiration of the 
validity of the CRL. 

c) Under regular work conditions, the KIDCA generates and issue the CRL every 12 
hours. 

d) The period of the validity for KIDCA CRL is 24 hours from the time of the issuance of 
the CRL. 

e) AKDCA CRL is valid for 90 days after the CRL issuance. 

f) In the case of the CA certificate revocation, the CRL list is issued within 24 hours. 

g) If the validity period of the certificate that is revoked and present on the CRL list 
expires, the certificate may be removed from the CRL list.  

h) In order to ensure the availability of the CRL in accordance with the rules set forth in this 
chapter, the timeliness for CRL issuance is monitored. 

 Maximum latency for CRL 

The maximum allowed latency from the moment of CRL issuance to the moment of CRL 
publication in the public directory or on-line is 10 minutes. 
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 On-line revocation/status checking availability 

The AKD OCSP service is available over HTTP at the address published in the Authority 
Information Access field of each certificate. 

 The OCSP response is consistent with IETF RFC 6960 [35] and IETF RFC 5019 
[40].On-line revocation checking requirements 

The on-line certificateΩs status verification via OCSP service is enabled according to the 
following rules: 

a) The KIDCA refreshes the information that is published via OCSP at least every 24 
hours.  

b) Under regular work conditions, the KIDCA refreshes the information that is 
published via OCSP immediately following receipt of the certificate revocation 
request. 

c) The validity of the response by the KIDCA OCSP service is a maximum of 24 hours. 

d) The AKDCA refreshes the information that is published via OCSP at least every 90 
days. 

e) In the event of the certificate revocation of the subordinate CA, the AKDCA 
refreshes the information that is published via OCSP within 24 hours. 

f) Every response of the OCSP service is signed electronically by the certificate which is 
issued by the same CA that issued the certificate for which the certificateΩs status 
verification is requested.  

g) If the OCSP service receives a request for the certificateΩs status verification, which 
has not yet been issued, it does not respond with a status άgoodέ. 

h) In order to ensure the availability of the service in accordance with the rules set 
forth in this chapter, the operation of the OCSP service is continuously monitored. 

 

 Other forms of revocation advertisements available 

The AKD provides the certificateΩs status verification to the registered persons in the private 
section of the web portal, which is available on-line at the address https://id.hr. 

The AKD may provide OCSP service, with higher level of availability, to interested parties with 
separate contract and under commercial terms. 

 Special requirements re-key compromise 

The CA, in accordance with section 4.9.1, revokes the certificate if the private key has been 
confirmed as compromised. 

 Circumstances for suspension 

Circumstances for suspension of certificate include: 

a) An authorized request for the certificate suspension has been submitted. 

b) A disappearance of the QSCD has been reported or suspicion of cessation of 
possession of the private key and/or activation data. 

https://id.hr/
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c) There is a possibility that the submitted certificate revocation request is 
retroactively withdrawn. 

d) There is no possibility for the certificate revocation request to be submitted in a 
timely manner for any reason, indicated in section 4.9.1. 

e) There is no possibility for the decision concerning certificate revocation to be 
reached when the consequences, which may result due to the certificate non-
revocation, are significant. 

f) In case of non-fulfilment of contractual obligations by the recipient of the 
certification services. 

 

Circumstances for the withdrawal of the suspension of the certificate include: 

g) An authorized request for the withdrawal of the suspension of the certificate has 
been submitted, 

h) QSCD has been found or cessation of circumstances for suspension indicated in 
point b) 

i) Cessation of the circumstances due to which a suspension of the certificate has been 
requested. 

 Who can request suspension 

Request for suspension or withdrawal of the suspension of a certificate may be submitted by: 

a) Person subject of certification (or his/her legal representative) or authorized 
representative or legal representative of legal person or organization, 

b) Others ς any natural or legal person via RA. 

 Procedure for suspension request 

Clear instructions concerning procedures to be taken in case of occurrence of the reason for 
the certificate suspension available to persons on the web portal are indicated in section 
4.9.13. 

 The following rules are applied: 

a) The subjects of certification submit suspension request for their certificate: 

- in the RA offices during work hours, or 

- remotely using electronic on-line services for the certificate suspension. 

b) Other persons submit suspension request for their certificate: 

- in the RA offices during work hours. 

c) The electronic on-line service for the certificate suspension is available continuously 
24/7. Authentication with two-factor eID means registered in KID IDP is required. 

d) The certificate suspension request submitted by subject of certification or 
authorized representative or legal representative is accepted only if the identity of 
the applicant is determined in accordance with the rules for identity validation in 
line with section 3.4.  

e) The certificate suspension request submitted in RA office by any other person is 
accepted only if QSCD is presented to RA officers.  




























































































































