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1. Introduction

1.1.Overview

A root certification authority called AKDCA Root has been established within the AKD that
issues certificates to itself and to subordinate certification authorities.

The KIDCAIs a subordinate certification body that issues certificates to natarad legl
personsand issuesertificatesused for AKDqualified electronic timestampng serviceand
OCSP service

The subordinated KIDCA also issues qualified certifitateshich the corresponding private
keys arestored andused solely in AKD mPotpis seevior remote digital signature creation in
remote QSCD and managed by AKD on behalf of the signer

This documentdy L5/ !  / SNI A FA O (A thgteinafttld CPS H0OKRDCA EPSI SY Sy
correspond to the document calledCertification Practice Stateme@P$ according tolETF

RFC 364736]. The structure and the contents of this document are stringently harmonized

with the requirements of this standard.

This CPSpedfies organizational and technical measures which are applied by the KIDCA in
practice when determining identitpf persons issuing certificate®n QSCLand managing
their life-cycle

Also, this CPS specifiesganizational and technical measures whick applied by the KIDCA

in practice when determining identitgf persons issuing certificateand managing their life

cycle, managing private keys and elD means used in AKD mPotpis service that operates remote
QSCD device and private keys for remgtrlified signatue creation on behalf of the signer

and remote qualified sealon behalf of thecreator of seal(Trustworthy system supporting
server signingcTWA4$ and is harmonized with requirements oafSSASC CBefver Signing
Application Service Compondntactice Statement)according to ETSI TS 119 43[R3] and

CEN EN 419 241[32].

Detailed technical specifications and certificate profiten be set out in other internal
documents.

KIDCA CPiS made available to conformity assessment bodies and supervisory bodies and
serves as a basis for assessing the abilities of thetdibovide qualified trust services and
has a right to bear the status of a qualified service provider.

A simplified version of the CPS, titlddIDCACertification Practice Statement Liteloes not
contain confidential business informatia@an bepublisked on the website, and allows persons
and relying parties to assess the suitability of the certificate for a particular purpose

The terms, used in this document, set out in Annex 1 to this document, are taken froaUthe
Regulation No. 910/201/A] and corresponding standards

The strict requirements for qualified trust service providers and qualified trust services that
they provideare defined by EU Regulation No. 910/20&UJ)[1].
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Providing timestamping services is not in scope of certification services according to this CPS
and timestamping policy and practice statements are defined in the document AKD QTSA
Policy and Practice Statement for providing tistamping servicesdhéreinafter: TSP/P$4].

In case of contradictiorprovisions of the following documents are applied and in the following
order (from the most significant):

a) ETSEN 319 400 series provisions @€Pn-qgscd NCP+and QCH-gscd

b) CP of certification authority

c) KIDCACPS
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1.2.Document name and identification

1.2.1. Document name

Code PRGIV-301-01

Name KIDCACertification Practice Statemehtte
Edition 14

(I:;th::lcatlon May T, 2020

Author: AKD d.o.o

Documenttype: Certifiation Practice Statement
Availability http://id.hr/cps

History of the amendments to the document is included in Annex 4 to this document

1.2.2. ldentification code

The OID, reserved by the AKDL1i8.6.1.4.1.43999. AKD assigned No. 5 to the OID for PKI
services.

CKS F2tt26Ay3 GlotsS O2ydl Al TSURHSvaied TAOI GAz2y O

Tablel: OlDIdentifiers
KIDCApersonal certificates

Name Code OID

Personal signing certificatedD1 kID QChi-gscdksign | 1.3.6.1.4.1.43999.5.4.2.1.2.1
Personal identification certificate KID| kID NCP+ kident 1.3.6.1.4.1.43999.5.5.2.1.2.2
Ef[;zona' certificate for remote Signini | opy scdksign | 1.3.6.1.4.1.43999.5.4.6.1.2.1
KIDCA:ertlflcates for electronic seal

Name Code

Certificate for electronic seal kID QCH-gscdkseal 1.3.6.1.4.1.43999.5.4.2.2.3.4

Certificate for remote electronic seal | KID QCR-gscdkrseal 1.3.6.1.4.1.43999.5.4.6.2.3.4
KIDCAertificates used for AKD TSA service
Name Code
KIDCA'SU certificate kID QCHR-scdtsa 1.3.6.1.4.1.43999.5.4.1.2.2.8

According to the section 5.3 of the ETSI EN 31924[16], the rules, according to which
personal signing certificates Kltd KID3re issued,pursuant to rules oQCPn-qscd whose
identification code is:

Itu-t(0) identifiedorganization(4) etsi(0 qualified-certificate-policies(194112) policy
identifiers(1) gcpnaturakgscd (2)
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According to the section 5.3 of the ETSI EN 31914[i6], the rules, accordingat which
personal identification certificates KID2 are issued, pursuant to rule®l@P+ whose
identification code is

itu-t(0) identifiedorganization(4) etsi(0) otherertificate-policies(2042) policidentifiers(1)
ncpplus (2)

According to the section 5.3 of theETSI EN 319 4®1[16], the rules, according to which
certificates for qualified electronic seal are issued, pursuant to rule@GRl-gscd whose
identification code is:

itu-t(0) identifiedorganization(4) etsi(0) qualifiecertificate-policies(194112) poliey
identifiers(1) qcpegalgscd (3).

According to the section 8. Anex A.2, ETSI TS 119-43%he rules, according to kich AKD

implements AKD mRpis which operates remote QSCD famote digital signature creation
on behalf of the signatory meal creatofAKD mPotpis servigepursuant to rules oEUSCP:
EU SSASC Polighose identification code is

itu-t(0) identified-organization(4) etsi(0) SIGNATURE CREATION Spa#ti¢i€19431) ops
(1) policyidentifiers(1) euremote-gscd (3).

1.3.PKI participants

In the context of this document, AKD PKI participants include:
a) Certification Authorityg CA
b) Server Signingpplication Service Provide6SASP
c) Policy Management Authority PMA
d) Registration Authority, RA,
e) Persons,
f) Relying partyand
g) Others.

Responsibilities of all AKD PKI participants are set out in sécBon

1.3.1. Certification Authority- CA

Certification Authority (hereinafter: certification service provider or CA) is an authority
established within the AKD, whichaathorizedby the PMA to issue certificates in accordance
with the CH53] and CPS.

The CA provides the following trust services

a) Certificate generation servicdt creates and signs certificates on the basis of data
gathered through registration service.

b) Revocation service management performs the certificate revocation and
provides information on the certificat® status.

c) Revocation status servicet informs the relying parties on the status of the
certificate and enables the verification through the CRL or OCSP.
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d) Dissemination serviceit informs persons and relying parties on the terms and
certification conditions and other information related to certificates and
certification services.

The PKI infrastructure established by the AKD PKI is arranged hierarchically so that it comprises
of the root CA (AKDCA Root) that issues the certificate to itself, and of a subordinate CA that
issues certificates to endsers.

Figurel: AKD PHiierarchicaimodel

AKDCA Root

[ |
HRIDCA kIDCA

Certificat Certificat

The subordinatedKIDCAissues certificates to naturaand legalpersons for commercial
purposes

1.3.2. Server Signing Application Service Provide8SASP

AKD implements and managB&D mPotpis service for remote qualified signature and remote
qualified seal creation. Certificates for remote signing aerdificates for remote electronic
seal used in AKD mPotpis service are issued and managed by KIDCA.

AKDmPotpis service provides the following services:

a) Signing key generation serviae generates signing keys in the remote device. The
proof of possession afjenerated signing keys are passed to KiBCA RA

b) Certificate linking service links the certificates generated by thHedDCAwith the
corresponding signing keys.

c) elD means linking service links elD means references with the corresponding
signing keys in order tprovide sole controlOnly KID IDP registered elD means are
used.

d) Signature activation serviceverifies the signature activation data and activates the
corresponding signinkey in order to create a digital signature.

e) Signing keydeletion service- destroys signing keys in a way that ensures that the
signing keys cannot be usadymore.

f) elD means provision servicemakes elD means available to the signéasly KID
IDP registered twdactor elD means are used.
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Figurela: AKDmPotpis (SSASC)

AKD KID
Certificate issuance request
KIDCA
AKD mPotpis
Registration KIDIDP ]
service Sgning key generation
service

Subject/ Sgner

Certificate
generation

elDmeanslinking 1
service
service
-+
] Certificate linking servi
Revocation

management
service

Sgnature activation
service <—— Sgnature request

Sgning key deletion
service

Revocation
status service

1.3.3. Policy Management Authority PMA

The AKD is a trust service provider in which persons and relying parties trust and which bears
the overall responsibility for all trust services, regardless whether the cgnare provided
independently or in collaboration with third parties.

Policy Management Authoritthereinafter: PMA) manages the provision of the trust services
and operation of the AKD PKI in its entirety, and it prescribes and monitors the
implementatbn of the security requirements that are defined in this document.

The PMA is responsible for defining, introducing and administering the CP, CPS, Security
Operating Procedures and implementing documents related to the operation of the AKD PKI
and provisio of the trust services.

The PMA comprises several members who possess specialized knowledge related to
cryptography and information security as well as knowledge related to regulatory, business,
legal, formal and technical aspects of the provision ofifiegition services.

In order to ensure the implementation of the CP and CPS in circumstances when trust service
are realized in collaboration with third parties, the PMA is responsible for defining the
provisions within the agreements that are concludeith third parties.
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1.3.4. Registration Authority- RA

AKD provides registration services (hereinafter: registration service provider or RA) for the
purpose ofthe registration of persons or verifies identities and identification data of a person
under which theKIDCAssues, renews, revokes and suspends certificates.

The AKD may:
a) Carry out the activities of the RA independently, or
b) Delegate the implementation of all or some of the affairs of the RA to the third
party.
The affairs of the RA include:
a) Informing persons on procedures for registration and issuance of the certificate,

b) Receivingapplications for issuance and requestvocation and suspension of
certificates,

c) ldentity, status andaffiliation validation of persons
d) The conclusion of the cdlitions for providing certification services,
e) Delivering of theQSCD with certificates and private keys

f) elD means linking and provision for AKD mPotpis service for remote digital signature
and seal creation.

AKD provides registration services in AKbfRée and via odine electronic services. AKD also
provides service at location of client (mobile RA office).

AKD implements AKD RA information system which is used for registration services. Access to
AKD RA system is limitedadathorizedpersons (RAfficers ¢ employees of AKD or employees

of delegated third party. All persons are obligatory to attend the education for providing KIDCA
registration services and training course for AKD RA system usage. Only authentication with
KIDCA identification cdficate on smartcard to AKD RA system is allowed.

In the event that all or some RA affairs are delegated to the third party, the third party must
undertake to fulfil the requirements set out in this CPS, especially sections 3, 5.3 and 5.5.2.
AKD and thit party conclude the business contract, with provisions ensuring the compliance
with CP[53] and this CPS.

1.3.5. Persons

Certification subject

Certification subject(hereinafter: Subject)is natural person named i { dzo 3i&dOaf £
certificate, fieldsa / 2 YY 2y bl YS &I and® f drRY/, bni8edtidied with personal
identification number, fieldx & S N |. Subjdets Srdldatural persons to whom the certificate
has been issued, who have received the certificate on the QSCOraadivation data for
using certificaten AKD mPotpis servider remote signatureor remote sealnd which have
accepted the conditions for providing certification servides natural and/or legalpersors
and organizations(AKD PKI Disclosure Statementhereinafter: PDS) with the AKD in
accordance wittCP[53] and CPS.
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Qbscribers

Subscriber is a natural or legal person who submitted the valid certification services

application and is owner of the issued certificates. If the Subscréel Subjectre different
natural/legalpersonsand Subscriber is an organization and requirements specified in section

3.2.3.1 f) and 3.2.3.1. g) afelfilled, the organization name and identification number may be

contained in a { dzo 2fi8ld (ofi the certificate d® FASER a2NBFYATIFGA2YD
a2 NBIF y A IGIA TR SWERS y

Creator of seal

Creator of seal represents a legal person who creates an electronic seal and which is named in
{ dzo 21®l@ bfécertificate, fieldsoorganizationNamé >organizationldentifieft and whose
YIEYSs O02YY2yfteée dzaSR (2 NBLINBaSyd AdaStFzr Aa Ay i

Authorizedrepresentative

Natural persorauthorizedlegally or person with legal authorization of legal representative of
legal person, for representing thereator of seal Authorizedrepresentative represents the
creator of seal in the issuance process and other processes regarding the certification services.
Authorizedrepresentative accepts on behalf tloeeator of sealthe conditions for providing
certification servicedor legal persons (PDS) and is in possession of QSCD with certificate for
electronic seal and/or activation data for using the certificate for remote electronicised{D
mPotpis service.

Certificate application can bsubmitted by any person whose identity can be verified.
Certificate applications areubmittedto registration authority viaRAoffices RA mobile office
or available oHine services under conditions set out in this CPS.

t S NRi@eytti€y & verified if theperson possesses valid personal iddification document(ID
or passport) issuedn accordance with theational or EUegislationand regulations.

Identification documents on foreign languages (other than ID or passamtaccepted if the
person presentyalid documentation or certificates issued by official Croatian bodies in other
official procedures which require physical identification of person (e.g. HR VAT number
issuance). If a person does not presents valid documentation or certificates issudticiaf
Croatian bodies in other official procedureslentification documents dqther than ID or
passporj must be translatedand certified by national sworn court interpreter for specific
foreign language.

When submitting certificate issuance request vonline electronic service, person must
authenticate with elD mean that demonstrates high level of identity assurance and is notified
elD scheme under eIDAS (EU or national level). AKD accepts elD means with identification
certificate issued by KIDCAKRIDCA.

Certificate issuance requests submitted oraline electronic service or-enail must be digitally
signed with qualified certificate.

Certificates are issued according to the following rules
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a) Solely identification certificatanay beissued to the persons above 5 years and
under 18 years of age

b) Identification certificate, as well as signing certificate, may be issued to adults above
18 years of age
c) Certificates for electronic seal may be issued to legal persons.
Certificateson QSChare delivered to personasr authorizedrepresentative.

Certificates used for remote digital signature or remote digital seal creatterdelivered to
personsor authorizedrepresentative in AKD mRas serviceoperatingremote QSCD

1.3.6. Relying parties

The relying parties are natural or legal persons who prowickine services and operate on
the basis of reasonable reliance in a certificate and the trust service provider.

The certificate allows linking the public key and electronic signature withptreon or it
allows a verification of the pers@identity and validation of the electronic signature to the
relying party.

1.3.7. Others

Other participants are natural or legal persons who do not provide or use certification services,
but they participate in arious processes which can affect trust services, such as suppliers of
HSM crypto devices, suppliers of PKI related products, services and solutions.

QSCD device used by qualified trusted service provider for managing electronic signature
creation data orbehalf of the certification subject or creator of sé@alAKD mPotpis serviie
HSM device supplied by the manufacturer and supplier of the HSM crypto devices.

Remote QSCD meets the requirements set out in 1ISO IEC @33@mmon Criteria (CC) v3.1
Information Technology Security Evaluation Assurance Level EAL4+ augmented with
AVA_VAN.and rulesset out in Annexl Regulation (EU) No. 910/2014.

AKDis the manufacturer of the secure cryptographic devi@ESCD which is delivered to
personsin possession

QSCD meets the requirements set out in ISO IEC81E) Common Criteria (CC) v3.1
Information Technology Security Evaluation Assurance Level EAL4+ augmented with
AVA VAN.5, ALC_DV&d rulesset out in Annexl Regulation (EU) No. 910/2014].

In accordance with the B3] and CPSmanuacturer provides the following affairs:

a) LINBLI NYGA2Yy | yR LINRPRJOGAZ2Y 2F v{/5Qa T2NJ

b) generating pairs of the cryptographic keys of persons and their entry to the QSCD
c) distribution of theQSCDo the persons directly or using the servicefR#fand

d) ensuring that the QSCD is a qualified nmedar the creation of electronic
signaturdseal (Qualified Electronic Signature Creation Devi@SCPaccording to
CC EAL4+
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1.4.Certificate usage

All PKI participants must use the certificates in compliance wghGQH53], KIDCACPSKIDCA
PDSnd nationalnd/or EUlegislations and regulations.

1.4,1. Appropriate certificate uses

1.4.1.1. kiID NCP+ kidentPersonal identification certificate
(1.3.6.1.4.1.43999.5.2.1.2.2

Persons and relying parties should be aware of the terms of use for personal identification
certificate

a) The high level of security attributed to the personal identification certificate is
substantiated with thecriteria set out in the Commission Implementing Regulation
EU No. 2015/150p5] in order ta

- it provides a high level of assurance of natural pe@atentity,

- it provides protection against copying andauwthorizedalteration by the attacker
with high attack potential

- the person to whom it has been delivered is able to reliably protect it from the
use by other persons

- itis delivered solely to the natural persenertification subject,
- it has a highly reliable authentication mechanism, and

- it is issued by the service provider with an established effective information
security management practice.

b) Personal identification certificate is issued on thaalified eletronic signature
creation device(QSCD) meeting the requirements set out in Annex Il to the
Regulation (EU)No. 910/2014 [1] as defined in Commission Implementing
Regulation (EU) 2019/656].

c) A natural person is named in the personal identification certificate and this person
may use it either for private purposes or for busisgairposes.

d) Identification certificatds used forauthentication onon-line services

e) In the event of confirmedaffiliation of the personand organization, data about
organization can be specified in the { dzo 2 S O (bfx the T dedificake
a2NBFYAYSAARYWR Fa2NBF YATFGA2YLRSYGATFASNIK

Personal identification certificatis appropriate for authentication on AKD mPotpis service for
remote signature and seal creation.

1.4.1.2. kiD QCPn-gscdksignPersonal signingertificate (1.3.6.1.4.1.43999.8.2.1.2.1)
Persons and relying parties should be aware of the rules of use of a personal signing
certificate

a) Personal signing certificate is a qualified certificate for electronic signature, which
meets requirements set out in Annex | to tB&) Regulation No. 910/2@[1].

b) The issuer of the personal signing certificate is a qualified trust service provider and
which had been granted a qualified status by supervisory body
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The conformity assessment body referred to in paragraph 13 of Article 2 of the
Regulation (EC) No. 765/20(Q8] performs the conformity assessment diie
qualified trust service provider in order to confirm th&lfilment of the
requirements of theRegulation (EU) No. 910/2014.

Personal signing certificate is issued on Q8CDwhich is a qualified electronic
signature creation device and which meets the requirements set out in Annex Il to
the Regulation (EUNo.910/2014[1] and as by implementation of Judgment of the
Court (Grand Chamber) (EU) 2016/66D

A natural personcertificatian subject,is named in the personal signing certificate
and this person uses it for private and for business purpoBessonal signing
certificate serves as a support in qualified electronic signature creation, as specified
in Article 3, paragraph 12 of tHeegulation (EU) No. 910/2014.

In the event of confirmed affiliation of the person and organization, data about
organization can be specified in thex { dzo 2 S O by the T defificake,
a2NBFYATFGA2yblYSda yR a2NBFYATFGAZ2YLRSY
Unless provided with the spetiagreement or otherwise, the overall responsibility

of the AKD towards persons and relying parties that reasonably rely on the
certificate is limited with the amount of the insurance policy in accordance with the

section 9.8

kID QCH-gscdkrsign Personal certificatéor remote signing

(1.3.6.1.4.1.43999.8.6.1.2.1)

Persons and relying parties should be aware of the rules of use of a personal signing
certificate:

a)
b)

c)

d)

e)

f)

g)

Personal signing certificate is a qualified certificate for electronic signawinech
meets requirements set out in Annex | to tB&) Regulation No. 910/2014].

The issuer of the personal signing certificate is a qualified trust service provider and
which had been granted a qualified status by the supervisory body.

The conformity assessment body rafed to in paragraph 13 of Article 2 of the
Regulation (EC) No. 765/20(08] performs the conformity assessment of the
qualified trust service provider in order to camh the fulfilment of the
requirements of theRegulation (EU) No. 910/2014.

Personafremote signing certificate is issudny KIDCA in AKD mPotpé&\dceon the
remote QSCDwhich is a qualified electronic signature creation device and which
meets the requirements set out in Annex Il to tRegulation (EUNo.910/2014[1]

and as by implementation of Judgment of the Court (Grand Chamber) (EU) 2016/650
[6]. Remote QSCheets the requirements Common Criteria (CC) v3.1 Information
Technology Security Evaluation Assurance Level EAL4+ augmented by AVA_VAN.5

A natural person, certification subject, is named in the personal signing certificate

and this person uses it for private @rfor business purposes. Personal signing
certificate serves as a support iamote qualified electronic signature creation, as

specified in Article 3, paragraph 12 of tRegulation (EU) No. 910/2014).

In the event of confirmed affiliation of the person and organization, data about
organization can be specified in thex { dzo 2 S O (bfi the F derdificaie,
a2NBIYAT FGA2yblFYSa& YR a2NBIFYyAT FGA2YLRSY
Unless provided with the special agreement or otherwise, the overall responsibility

of the AKD towards persons and relying parties that reasonably rely on the
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certificate is limited with the amount of the insurance policy in accordance with the
section 98.

kID QCH-gscdkseal Certificate for electronic seal

(1.3.6.1.4.1.43999.8.2.3.3.9)
Persons and relying parties should be aware of the rules of use of a certfiicadéectronic

seal

1.4.1.5.

a)
b)

c)

d)

e)

f)

Certificate for electronic sealis a qualified certificate for eté¢ronic ®al, which
meets requirements set out in Annex | to t&&) Regulation No. 910/2014).

The issuer of the certificatéor electronic seals aqualified trust service provider
and which had been granted a qualified status by the supervisory body.

The conformity assessment body referred to in paragraph 13 of Article 2 of the
Regulation (EC) No. 765/20Q8] performs the conformity assessment of the
qualified trust service provider in order to confirm the fulfilment of the
requirements of theRegulation (EU) No. 910/2014).

Certificate for electronic seals issued on th€QSCDwhich is a qualified electronic
signature creation device and which meets the requirements set out in Annex Il to
the Regulation (EUNo0.910'2014 [1] and as by implementation of Judgment of the
Court (Grand Chamber) (EU) 2016/66D

Alegalperson,creator of sealis named in the certificatior electronic seaand this
person uses itfor business purpose<ertificate for electronic sealserves as a
support n qualifiedelectronic seatreation, as specified in Article 3, paragrd&aof
the Regulation (EU) No. 910/2014].

Unless provided with the special agreememtatherwise, the overall responsibility

of the AKD towards persons and relying parties that reasonably rely on the
certificate is limited with the amount of the insurance policy in accordance with the
section 9.8.

kID QCH-gscdkrseal Certificate for remote electronic seal

(1.3.6.1.4.1.43999.8.6.3.3.9)

Persons and relying parties should be aware of the rules of use of a certfiicadéectronic

seal

a)
b)

c)

d)

Certificate for remote electronic sealis a qualified certificate for electronieal,
which meets requirements set out in Annex | to g Regulation No. 910/2014).

The issuer of the certificatéor remote electronic seais a quadfied trust service
provider and which had been granted a qualified status by the supervisory body.

The conformity assessment body referred to in paragraph 13 of Article 2 of the
Regulation (EC) No. 765/2008] performs the conformity assessment of the
qualified trust service provider in order to confirm the fulfilment of the
requirements of theRegulation (EU) No. 910/2014.

Certificate for remote electronic seals issuedoy KIDCA in AKD mPotpis sendoe

the remote QSCDwhich is a qualified electronic signature creation device and
which meets the requirements set out in Annex Il to tRegulation (EUNo.
910/2014[1] and as by implementation of Judgment of the Court (Grand Chamber)
(EU) 2016/6506]. Remote QSCmeets the requirement€ommon Criteria (CC) v3.1
Information Technology Security Evaluation Assurance Level EAL4+ augmented by
AVA_VAN.5
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e) Alegalperson,creator of sealis named in the certificatéor remote electronic seal
and thisperson uses ifor business purposesertificate for electronic seaserves as
a support n qualified electronic seareation, as specified in Article 3, paragrdh
of the Regulation (EU) No. 910/2014).

f) Unless provided with thepecial agreement or otherwise, the overall responsibility
of the AKD towards persons and relying parties that reasonably rely on the
certificate is limited with the amount of the insurance policy in accordance with the
section 9.8.

1.4.2. Prohibited certificat uses

Any use of the certificate, except for those specified in section 1.4.1, is prohibited.
t SNE2ya YR NBfeAy3a LI NIASE YdaAad 6S g NB 27
a) Certificates are not intended for data encryption.

b) When a personaldentification certificate is used as a support to the electronic
signature, such signature is not considered as a qualified electronic signature.

¢) The signing certificate may not be used for any other purpose other than to support
the electronic signaturer a qualified electronic signature.

d) Certificate for electronic seal may not be uded any other purpose other than to
support the electroniceal @ a qualified electroniseal

1.5.Document administration

1.5.1. Organization administering the document

The PMA, \wich operates within the AKD, is responsible for the creation and administration of
the document

1.5.2. Contact information

Mailing address:
AKDd.o.0
Policy Management Authority
Savska cesta 31
HR10000 Zagreb
Croatia
e-mail: pma@akd.hr
web page:http://id.hr

1.5.3. Person determining CPS suitability for the policy

The PMA is responsible for the conformity assessment of the document with the

- national and EU regulations related to the electronic identification and trust
services,
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- technical specifications, standards and procedures related to the electronic
identification and trust services, and

- internal security rules and operating procedures relating to the implementation of
actions and activities of the certification service prarid

Should a need to amend the document be determined, the PMA starts the procedure of
harmonisation of the documentation and determine the commencement of the application of
the new rules for the provision of services

1.5.4. CPS approval procedures

Before the issuance of the CP and CPS and their commencement of the application, as well as
following every amendmenthe PMA give the consent for the suitability and publication of
the document.

General Manager (CEO) approves publication of the CPR&d C

1.6.Definitions and acronyms

Definitions of terms and acronyms, used in this document, which are set forth in Annex 1 and
Annex 2 to this document, are in line with tReegulation (EU) No. 910/2014], ETSI ER19
411-1[15], ETSI ER19 4112 [16] andother mandatory normative documents

2. Publication and repository responsibilities

2.1.Repositories

The AKD provides certific&estatus verification service and makes all the information needed
for the certificate® status verification (Table 2) available to the public.

Table 2: Repository data
Information \ AKDCA Root KIDCA

http://crll. id.hr/akdcaroot.crl http://crll.id.hr/kidca.crl
http://crl2. id.hr/akdcaroot.crl http://crl2.id.hr/kidca.crl

CRL: HTT@rotocol

http://ocsp-kidca.id.hr/kidca

OCSRervice http://ocsp.id.hr/akdcaroot

CAcertificates http:// id.hr/cert/akdcaroot.crt http://id.hr/cert/kidca.crt

Data for the certificat® status verification are contained in the certificate, fieldd w |
DistributionPointst  l/oy’'oRuthority Info Access

2.2.Publication of certificationinformation

All information that persons and relying parties may need to use the trust services are
published on the web portal of the trust service providdDCAttp://id.hr and RAoffices
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The public section of the web portdittp://id.hr, is made available to the public, where the
following informationis published

a) Rules for providing -certification serviceg Certificate Policy (CP]53] ,
http://id.hr/cps,

b) Rules for certification procedureCertification practice statemeffCPSSSASC RS
http://id.hr/cps,

c) Policy disclosure stateme(PDS)http://id.hr/cps,

d) Notifications related to the provision of certification services,
e) Other information relevant to persons and relying parties, and
f) Contact information for user support

The CA establishes a private section of web portal where persons, registered subjects of
certification, have access to.

The following informatiorand servicesire published in the private section of the web portal:
a) application and instructions necessary fbe installation and use of the QSCD,

b) on-line services for certificate's status verification, suspension/withdrawal of a
certificate,

c) personal contact information of the subject of certificatjon
d) managing the elD means for authentication to AKD mPogrdce, and
e) AKD mPotpis service for remote signature and remote seal creation.

2.3.Time or frequency of publication

The following rules apply

a) The information on the web portal is available immediately following their formal
approval

b) All contents on the welportal are in Croatian, and a portion of the content may be
available in English

c) CP Error! Reference source not found.CPS and conditions for providing
ertification services are available in Croatian and English

d) In case of inconsistence between Croatian and English version of documents,
Croatian version is considered valid.

e) The data in the repository is published immediately after their issuance

f) Information on thecertificate@ status is available under the conditions specified in
section4.10.

g) The CA provides a continuous availability of the repository 24 hours a day, 7 days a
week in accordance with the best business practices

h) Following the system failure asther factors that are out of the @& control, all
available measures are undertaken in order to ensure a system recovery within the
shortest time possible

2.4.Access controls on repositories

The following rules apply
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a) Basic information on the web portal &vailable to the public without restrictions
and according to standard service availability.

b) Additional information and services on the web portal are available only to
registered persons.

c) The CA does not set any restrictions in relation to the use ofGR& and OCSP
services.

d) Certificates of the persons are not available for the public search. Certificates may
0S I @FrAtFroftS F2NJ GKS LlzmftAO aSINOK Ay
requirements and solely if the consent of the person is provided.

e) The CA reserves the right to take appropriate measures to protect the repository
and web portal from the misuse.

3. Identification and authentication
3.1.Naming

3.1.1. Types of names

The name of the certificate or unique set of data that undoubtedly representstitgect of
certification or legal person orcreator of sealis entered in thedSubject field of each
certificate.

The name of certificate is determined according to RecommendatiofT IXUb2(50] or IETF
RFC 528(B8]. & { dzo &ef8l @ determined according to Recommendation-TTX.50751].

There areollowingtypes of hames
a) personal certificates that name a natural person, subject of certificatigmatory,
b) certificates for electronic seal that name a legal perga@reator of sealand

c) CA certificatesTSU certificates amdCSP service certificates that name KiBCAor
AKD QTSA serviceKIDCAOCSP service as a legal person

3.1.2. Need for names to be meaningful

In case of CA certificate3SU certificateand OCSP service certificatese tlsubject field is
formed from

commonName: Name of the CA certificate or OCSP sendceAKD QTS
service
organizationldentifier: Legal person identifier or VAT number
organizationName: Name of the legal persoqqualified trust service provider
countryName: Code of the country in which the legal person is establishe
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In case of certificates of persons, t@ubject field is formed from

commonName: Name and surname of the natural person

serialNumber: Serial number

givenName: Name of thenatural person

Surname: Surname of the natural person

organizationalUnitName: Type of the certificate

organizationName@ptional: Name of organization, in case of person's affiliation w

organization

organizationldentifier(Optional) Organizatioridentifier or VAT number (according to secti
5 of the ETSI EN 319 4120 A & n 8[X7]), dnfcdse of
person's affiliation with organization

countryName: Code othe country

In case of certificatefor electronic sealsthe dSubjed field is formed from

commonName: Name commonly used by creator of seal to represent it
organizationalUnitName: Type of the certificate

organizationName: Name oflegal personseal creator

organizationldentifier: Legal person identifier or VAT number

countryName: Code of the countrgf the legal person

3.1.3. Anonymity or pseudonyms of subscribers

Not supported

3.1.4. Rules for interpreting various name forms

The &Subject field in all of the certificates, issued by the certification service provider, is
formed in accordance with IETF RFC 38pand recommendation of the ETSI EN 319-2
[18]or ETSI EN 319 4BJ19].

Rules for interpreting various name formaee indicated in Table.3
The value of columoPresencé Contentisinterpreted as follows:
1.) Presence
1 M (Mandatory) ¢ the value must be present in the field
1 O Optiona) ¢ the value may or may not be present in the field
2.) Content
1 Fixedg the value ispredetermined
 Variablei KS @It dzS§ Aad RSUSNYAYSR dzaAy3 RIFGL
personal datgnatural or legal person)
f Holder Variablg it KS @I f dzS A4 RSUGSN¥YAYSR dzaiAy3d LI
(natural or legal person)

6! Y520H n
KIDCAInternal Certification Practice Statement 230f 106



AGENCIJA ZA
KCMERCIJALNU
DJELATNOST

Code: PROV-301-00

KIDCACertification PracticeStatementLite

Table 3: Rules fanterpreting various name forms

Natural persons ‘

Presencéd

Edition: 14/2020-05-01

Field Value Note
Content
Name M/Holder | Represents the name and the
commonName (cn) .
Surname Variable surname of the natural person
3 characters for a person's identity
reference typetwo-letter ISO
Natural YP M I
serialNumber erson M/Holder | country code, *" identification
iilentifier Variable number ", e.g.: PNOHQIB,
according to point 5.1.3 of ETSI EN
319 4122 [18]
. M/Holder | Represents the name of the subjed
givenName (g) Name . e
Variable of certification
M/Holder | Represents the surname of the
Surname (sn) Surname . . e
Variable subject of certification
Identification | M/
or Variable
organizationalUnitNamg .. - .
(OgU) Signature Specifies the type of certificate
Or
Rsignature
ORGANIZATIG OfHolder Name of the organizationhat the
organizationName (O) | NNAME Variable . g .
natural person is affiliated to.
D.0.O
VAT indicates a legal person
HR is the code of the country
organizationldentifier VATHR O/Holder GJIT(])I(?;[S) ?31%3)(0X2D(ASC”)’

g 1234567890 | Variable o
1234567890 is an identification
number of the organization that the
natural person is affiliated to.

Twoletter ISO| M/Holder | ThelSOcode of the country of the
countryName (C) . . e
country code | Variable subject of certification

Legalpersons(CA, OCSBTSA

Field

Value

Presencéd
Content

Note
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AKDCA Root ]
M/Fixed Represents the name of the CA
KIDCA
commonName (cn) AKDCA Root
OCsP M/Eixed | REPresents the name of the OCPS
KIDCAOCSP systemTSA service
AKD QTSA
VAT indicates a legal person
HR is the code of the country
L . VATHR : A minus sigrire (0x2D (ASCII)
organizationldentifier M/Fixed ’
) 58843087891 U+002D (UTB))

58843087891 is a tax identification
number of the AKD (legal person)

L M/Fixed AKD d.o.o is the name of a legal
organizationName (O) | AKD d.o.o g

person
M/Fixed HR is the code of the countof the
countryName (C) HR of
legal person
Legal persons (electronic seal)
Presence
Field Value Note
/ Content
M/Holder Name commonly used by the legal
commonName (cn) | Seal name _ person- creator of seal to represents
Variable | .
itself.
VAT indicates a legal person
HR is the code of the country
M/Holder A minus sigmiré (0x2D (ASCII), U+002L[
organizationldentifier | VATHRL234567890 Variable (UTF8))
1234567890s a tax identification
number oflegal persor(OIB for HR, VA
for foreign legal persons)
organizationalUnitNa | Seal W Specifies theyipe of certificate
me (OU) Rseal Variable P wp
PRAVNA OSOBA | M/Holder | Registered name dégal perso
organizationName (O . J 9P a
d.o.o. Variable | creator of seal
Twoletter ISO M/Holder | Two-letter ISO code ahe country in
countryName (C) . . . .
country code Variable | which legal person is registered
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3.1.5. Uniqueness of names

Unique information on the natural person or legal persatén the natural person is affiliated
to organization,for CA certificates TSU certificatesfor certificates of OCSP serviemd
certificates for electronic seplto whomiwhich the certificate is issued, is entered into the
oSubject field of eachcertificate

The uniqueness of the natural per€®@mame is provided with théserialNumbed attribute,

while the uniqueness of the legal perg®@nname of the issueris provided with the
dorganizationldentifief attribute in thed L & &ielzE NE

If the natual person is affiliated with organizatiod, K S dzy A lj dzSy Saa 2F GKS 2NAHI
is provided withthe o2 NB I Y A T I (i AagriputemShg di f\ dza 8B0 | ¢

The uniqueness of thiegal persor®@ (creator of seal)namefor the certificates for electronic

sealis provided with theorganizationldentifief attribute in the 6Subjech Eeld.

3.1.6. Recognition, authentication, and role of trademarks

Not applicable

3.2.Initial identity validation

3.2.1. Method to prove possession @irivate key

Private keys of the personal certificatasd certificates for electronic se@CPn-gscdksign
QCH-gscdkseali NCP+ kidentare generated in the HSM device and are enterediaia
qualified electronic signature creation device (QSCD) iseaure environment of the
manufacturer.

Private keys of certificates used for remote signature or remote electronic seal cre@@n (
n-gscakrsignand QCH-qscdkrsea) are generated and used in the HSM device operated by
qualified trust servicgprovider AKD and mPotpis service. Remote HSM device is QSCD device
and meets the requirementset out in 1ISO IEC 154(083] Common Criteria (CC) v3.1
Information Technology Security Evaluation Assurance Level EAL4+ augmented with
AVA _VAN.and rulesset out in Annexl Regulation (EU) No. 910/2014].

Private keys and corresponding certificates for remote signature or seal are generated in AKD
mPotpis service only gubject of certificatioror authorizedrepresentative is altenticated to

AKD mPotpis service using tfactor authentication meas registered in KID IDP systaming
reference and authorization codes received after certificate request approval on SM3ail e
provided in the registration processd setting thePIN for activating the private key. Delivery

of certificate and control over the private key is confirm®dsignatoryin AKD mPotpis service

by activating the key with previously set PIN.

In the process ofusers key generatioAKD as the qualified prowad of trust servicegpplies
the appropriatemeasures and procedures to ensure and wetife relation of natural person
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or creator of seal with the public key for which the certificate is issued and also to ensure that
natural person oauthorizedrepresentative has full control over the private key.

Private keys of the OCSP certificate (ME&Eocsp) are generated in the HSM device in a
secure environment of the CA which performed an authorization of the natural pegson

administrator of the ceificate to take care of the HSM device and the corresponding private
key.

3.2.2. Authentication oflegal personidentity

Authentication of organization identity is carried ouhen certificates are issued to:

a) natural personwho is subject of certificatiorand that person is affiliated with the
organization (legal person) and organization's name is specified in the certificate's
a { dzo 8efl@ridd

b) legal persons for the certificates for electronic seal.

3.2.2.1. Collection of information a legal persons
For the purposef identity validation @ legal persons/organization, the following information
and documents are collected:
a) Basic information about the legal person includes, but are not limited to:
- current name of the legal person,

- personal identification number or IAnumber or other unique identifier of legal
person,

- O2dzy iNE 2F GKS €S3rf LISNER2YyQa KSI RIljdzr NI S
b) When necessary, the legal person may be requested to provide:
- Current headquarters address of the legal person,
- additional contact information: €nail, phone nmber, etc.
C) Ev[dence accepEed for the purpose of vaIidatioAn of natural person affiIiAation with ]
ftS3alf LISNAR2Yy> fS3If LISNR2YyQa yIYSXZ adl odza
i. An excerpts from official registers of Republic of Croatia:
a. Companies excerpt or electronic recorffom the Court Registry or,
b. Crafts- excerpt or electronic record from Crafts register or,

ii. an extract or a print of an electronic record from the parent registry in the country
of the EU, translated into Croatian language and verified by certified court
interpreter in Republic of Croatia.

d) Documents accepted for the purpose of validation of natural person affiliation with
fS3art LISNAR2Y> fS3rf LISNE2YyQa yIYSY adl idza
a. Signed and certified document issued by organization to which natural
persanis  affiliated to.

e) In the event of modification of name, status or existence of organization during the
validity period of the certificates issued by certification service provider, legal
person is obligated to provide the certification service provideith valid
documents and excerpts regarding the modification.
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Collection of information o legal persons can be performed usiogline electronic services
provided by official national or EU registeos through AKD RA system

In case of inconsistendyetween data provided in documentation and application forms and
data acquired from official registers vam-line services, AKD RA accepts data acquired from
official register viaon-line service as valid and informs tteithorizedrepresentative of legal
person.

3.2.2.2. Information verification on legal persons

The verification process includes, but is not limited to

a) verification of legal person's status and existence in the official regigi@@svailable
on-line services and/or verification of enclosddcuments provided as evidence of
legal person's status and existence

b) verification of legal person's namdor the purpose of establishing that legal
person's name indicated the certificate application igqual tothe name that legal
person's is using transactions, and

c) verification of legal person's identification humber via availaiddonalon-line OIB
service, for the purpose of establishing that legal person's identificatiata
(identificationnumberor vat number or other relevant identifitian data)indicated
in the certificate applications equal to the identification data inorrespondence
with organizatioror legal persomame.

Information verificationon legal persons can be performed usiog-line electronic services
provided by official national or EU registeos through AKD RA system.

In case of inconsistency between data provided in documentation and application forms and
data acquired from official registers via-line services, AKD RA acteplata acquired from
official register viaon-line service as valid and immediately informs thauthorized
representative of legal person.

3.2.3. Authentication of individual identity

3.2.3.1. Collection of information on natural persons
Collection and verification ofada on persons are carried out in accordance with #&i€DRA
operatinginstructions[55].

For the purpose of identity validation of the natural persons, the followirigrmation and
documents are collected

a) Basic information about the subject of certification including
- full name and surname
- type and number of personal identification document,

- personal identification numbeor national identification number found in
valid personal identification document

- place and address of residence,
- date of birth

b) Appropriate documents for the verification of the name, identity and the basis for
the issuance of certificate are required
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c) Public dcuments(national or EU}hat are considered as relevant evidence of the
natural person8identity include

- valid personal identity card
- valid passport

d) If the natural person (subject of certification) is affiliated with organization
additional information and documents are required:

- proof of egalexistence name and legal status of organizatjon
- proof that natural person's affiliation with organization
- proof that natural person is legaljuthorizedrepresentative.

e) Documents that are considered as relevant evidengeen$on's affiliation with the
organization include:

a. Signed and certified document issued by organization to which natural
person is affiliated to

f) Documents (national orl that are considered as relevant evidencenatural
personsauthorized representative status of legal person

a. An excerpts from official registers of Riblic of Croatia
i. Companies excerpt or electronic record from the Court Registry or
ii. Crafts- excerpt or electronic record from Crafts register or
iii. Chambers the statuteand parent law or

iv. Freelancers excerpt or electronic record from the pare@hamber
and the decision of the Tax Administratjon

b. An extract or a print of an electronic record of the parent registry in the EU
MS,translated into Croatian and verified by certified court interpreter in
Republic ofCroatia

c. Inaddition with Excerpts from f) a. or f) b., legal authorization of the person
named in Excerpt as the legal representative of legal person.

Collection of information on natural persons can be performed usindine electronic
services provided by official national or EU registerdhrough AKD RA system
In case of inconsistency between data provided in documentation and application fomns a

data acquired from official registers vim-line services, AKD RA accepts data acquired from
official register vian-line service as valid and informs the person.

3.2.3.2. Information verification on natural persons

The following rules apply

a) The RA (offices) collects anerifiesinformation and documents in order to ensure
that each information, contained in the certificate, is verified and confirmed.

b) t N2POSaasSa F2NJARSYUGUATFEAYy3I yR OSNATFeAy3d i
affiliation with organization Yy Rk 2 NJ LISNAR2y Qa adl ddza 27F € S3l
legal personare conducted in accordance with the national and EU identification
practiceand also with national and EU acts for data exchange interoperability.

The verification process includes, but is not limited to
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a) directverification of the existence and identity of the natural person with the direct
identification and the physical presence of a person on the basis oétictosed
document

b) verification of existence and identity of the natural persosubject of the
certification by identificatiorin the physical presence of the person, carried out at
the Notary Office, based on theresented Application for certification in
accordance with Article 60. Identification and Article V&rification of signature of
the Public Notaries act [LG&ndwhich fulfils the requirements of Article 24 (1) (a) of
Regulation (EU) No 1095/2010. 910/2014 [1]

c) indirectverificationthat provides the same level oferification of the existence and
identity as direct identificatiomnd the physical presence of a person

d) indirect verification of the existence and identity of the persishconducted byverifying
LISNE 2y Qa OS NI ldingOdudiiffed deatdrikc sinatdtissu@dldupon direct
verification of the existence and identitf the person

e) indirect verification isisedby usingelectronic identification meansf level
W3 dzo a i | v G purstiatk toANidle'Bd theREgIAtion (EU) No. 910/2014,
used for issuing qualifieckertificates,

f) verification of organization'sxistence name and statusn the basis of the enclosed
documents orexcerpts

g) verification of person's affiliation with organizatiom the basis of the enclosed
documents,

h) @S NX FA Ol (i AadthybrizédTFepredénbaive stafisiin relevant parent registers
and, if requiredpn the basis of the enclosed documemwtsexcerpts,

i) verification assessing whether collected information correspond to those stated in
the encloseddocuments

j) authenticity verification for the enclosedocuments andxcerpts

k) determining whether there is a basis for the issuanc&lehtification certificate
and/or signing certificate

[) verification on accepting the Policy Disclosure Statement and conditions for
providing certification services.

Information verification on naural persons can be performed usiog-line electronic services
provided by official national or EU registeos through AKD RA system

In case of inconsistency between data provided in documentation and application forms and
data acquired from official registers via-line services, AKD RA acteplata acquired from
official register vian-line service as valid and immediately informs the person.

3.2.4. Nonverified subscriber information

Persongan beasked focommon name that legal persortreator of seal will represent itself

The RA (officegjoesnot verify mobile phone number, nail address anddditional contact
information, as a person is responsible for their accurdesnail address or mobile phone
number can be verified when accessing private web portal when signatoguthiorized
representative is using AKD mPotpis service for remote signature creation.
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3.2.5. Validation of authority

If natural person's affiliation with organization is indicated in applicatiwrissuing certificates
to natural personsRAofficersmust verify in theofficial register in charge for the organizat®n
or legal personsthat signatory on the enclosed document issued by the organization (see
section 3.2.3.1, g.) the same person that isertified andlegalrepresentative of organization.

When applicatiyy T2 NJ AdddAy3d OSNIATAONGSa F2NJ §t SOG NP

enclosed documents identity idetermined and verified according to sections 3.2.3ahd
3.2.3.2 in order to check if the signatory is the same person that is certifiedudisorized
representative of legal person.

Additionally, authorization ofwthorized representative is checked in the parent register for
legal persons. If the persauthorizedrepresentative is not the person named asthorized
legal representative in the parent register, the legal authorization is requiredutrorized
representative person is required.

Identity of persons with legal authorization is established and verified using the same
proceduresasused for the legal ngresentative.

Validation of authority can be performed using-line electronic services provided by official
national or EU registers, or through AKD RA system.

In case of inconsistency between data provided in documentation and application forms and
data acquired from official registers van-line services, AKD RA accepts data acquired from
official register vian-line service as valid and immediately informs the representative of legal
person.

3.2.6. Criteria for interoperation

No stipulation.
3.3.Identification and authentication for rekey requests

3.3.1. Identification and authentication for routine rekey

Rules of identification and verification of the identity upon issuance of the new pair of keys
referred to in section 3.3.2 are applied

3.3.2. ldentification and authentication for re-key after revocation

Upon issuance of the new pair of keys, the following security measures and procedures apply

a) The rules for identity validation upon issuance of the new pair of keys are the same
as the rules of initial identityalidation gection3.2.3).

b) LYF2NYIGA2YQa yR R20dzySyia O2ft S008R
used upon issuance of the new pair of keys.

c) Persons submitting requests due the name or surnaomeorganization name
modificationmust provide pubc personal identification documerdr excerptwith
the modified name or surnamer organization namewhich person is obliged to use
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in legal transactionsModifications ofname or surnamer organization name can
be verified usingon-line electronic sevices provided by official national or EU
registers or through AKD RA system

3.4.ldentification and authentication for revocation request

Identity verification of the persors carried ouupon submitting a request for revocatiowith
the identity verificaion of person submitting the request also the authorization of person
submitting the request is determined.

If arevocation request is submitted at the RA offidentity of person is establisheslith the
direct identification and the physical presenoé a person on the basis of the adduced
personal identity document.

When submitting revocation requests for certificates for electronic seal and certificates issued
to persons affiliated with organization when the person who is submitting the requesttis n
the subject of certification dientity verificationof authorizedor legal representative is carried
out.

Identity verification and authentication of persons can be carried out by validating and
verifying qualified electronic signature of the person aurthorized representativecreated
whenthe request issigned andsubmittedin electronic form

Upon submitting a request for certificate suspension, the identity verification may be carried
out remotely, by electronic means using the appropriate metbbduthentication

The acceptable remote method of authentication includes authentication to private part of
web portal andverification of requested actiowmialink provided in thee-mail. With successful
authentication to web portal and verification oéquested action the person has submitted a
valid request for certificate suspension.

Data for authentication to web portal are delivered to the user according to se6tibn

Identity of person submitting the requesh electronic formmay alsobe established and
GSNAFTFASR o6& OlIftARFGAY3I | YR @S NardadwieBsighi§NE 2 y Q&
requestin electronic form

4, Certificate lifecycle operational requirements
4.1.Certificate Application

4.1.1. Who can submit a certificate applicain

Application can be submitted bgdult natural person who isa certification subject,legal
representative of the organizatioifsubscriber)on behalf of certification subject that is
affiliated with organizationand aithorized representative on behalf fothe legal persorg
creator of seal for certificates for electronic seal
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4.1.2.  Enrolmentprocess and responsibilities

Information about he enrolment processand submitting a certificate application is available
to public on the web portatttp://www.id.hr and in RA offices.

The following rules are prescribed:
a) The certificate application is submitteth RA at RAofficesor via online service

b) The certificate application is submitted on the prescribed favhich is available in
the RA officesweb portalhttp://www.id.hr or via online service.

c) The persons are required to confirm that the personal identification data at the time
of submission of an application are completedaaccurate by signing the certificate
application

d) By submitting the certificate application, theatural persors and/or legal person
representativesconfirms the acceptance of conditions for providing certification
services (PDS).

e) Gonfirmation ofpayment fees for requested servicissrequired

4.2.Certificate application processing

4.2.1. Performing identification and authentication functions

The following rules apply:
a) ldentification and authentication of th®Aofficersand CA personnel gerformed
asdefined insection3.2.3.3.

b) The procedures related to the verification of R#icers and CA personnel are
defined in section 5.3

c) RA mayverify the LIS NA 2 y @ndicat€dlin(icertificate application via ofine
services providedby official national regiers or through AKD RA systemwi, which
persons are informed promptlyln case ofinconsistencyof daa indicated in
certification application and the data acquired from the -tine service RAnay use
the latter personal data as valid

d) In the event ofdata inconsistency, as described above (section 4.2.R&Mmay
replace personal data indicated in certificate applicatispecified in sectior8.2.3
and 3.2.2with the personal data acquired dime from official national registers.

4.2.2. Approval or rejecton of certificate applications

The RA decidson the approval or rejection of the certificate application

Certificate application will be rejected if:

a) there is a suspicion that the information gathered about naturalegalpersons are
not accurate, cmplete or reliable,

b) information verification process concerning natural persons cannot be successfully
carried out according to the section 3.2.3.2,

c) information verification process concernirlggal persons cannot be successfully
carried out according to the section 322,
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d) information verification process concerning legal persons, when person is affiliated
with organization, cannot be successfully carried out according to the section
3.2.2.2

e) persm or representative of legal person does not accept data acquired viam®n
service, or through AKD RA, from official national registers as valid,

f) the certificate application has been retroactively withdrawn, or

g) it has been determined subsequently follmg the submission of the application
that certificate application has not beexuthorized

If the certificate application has been rejected, the Subscriber enquires orally about the
reasons for the rejection of the application

Certificate applicatiorns approved if the identity of the natural persasconfirmedaccording
to the section 3.2.3and/or the identity of thelegal personis confirmed accordingto the
section 3.22.

All submitted applications are entered into the information system of thewRich meets the
security requirements set out in sections 6.5 and 6.6

Forms, contracts and all printed documentation that are collected during the application
procedure are stored and kept in accordance with the rules set out in section 5.5.2

Applicdions submitted in electronic form via dime serviceare stored and kepin AKD RA
systemin accordance with the rules set out in section 5.5.2

The protection of the personal data collected in the registration process of natural persons is
carried outin accordance with the rules set out in section.9.4

4.2.3. Time to process certificate applications

Certificate applicatiosare processed within 7 work days from the submission of application
4.3.Certificate issuance

4.3.1. CA actions during certificate issuance

a) Certificates may be issued to natueaid legabersons solelafter all data has been
validated and verified and certificate application has beethorizedand enteredin
to the AKDRAsystem

b) After the entering the certificate application in thieformation system of the RA,
data necessary to complete the application is sent to the CA through a secure
communication channel.

c) The CA does not verify the completeness, accuracy and unigueness of the received
data for the issuance of the certificatesjtht relies on the verification carried out in
the RA.

d) Certificates may be issued to persons solely on the basis of the certificate
application received from the RA.
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e) When certificates are issued on the QSCD and the QSCD is issued to natural person
or authorizedrepresentative he manufacturer produces the QSCD with a chip and a
printed design.

f) The process of producing and issuing of a certificate and generating pairs of keys
and their entry into theremote QSCDtheir storage and usag&hen the qualified
trusted service providemanageslectronic signature creation data on behalf of the
signatory orcreator of sealjs carried out in a secure environmeoit AKD mPotpis
servicewhich meets the security requirements set dntsections 6.5 and 6.6.

g) The profie of the issued certificate must be in accordance with the requirements set
out in section 7.1.

h) The CA keys, that are used to sign the certificates and keys of the person offer
protection using measures and procedures, prescribed in section 6.2.

4.3.2. Notification to subscriber by the CA of issuance of certificate

Notifications tonatural personor authorized representativeabout the date of issuance of
certificate, collection of QSCDr delivery ofcertificates for remote signature creatiom ADK
mPofis servicare as follows:

a) direct notification by the RAfficersin the RA office at the time of submitting the
certificate application,

b) notification to the email addressor mobile phone numbemdicated in certificate
application.

4.4, Certificate acceptace

4.4.1. Conduct constituting certificate acceptance

a) The certificates are delivered to theatural person ¢ subject of certification or
Authorized representative

b) Subject of certification oauthorized representative must verify the content of the
certificate immediately upon receiving the certificate. If found that content of
certificate is not as intended and certificate is not accepted, the person must inform
AKD without delay.

c) When the certificates are delivered on QSCDjsitdeemed that the person
(certification subjector authorizedrepresentativehas accepted the private key and
the certificate at the time of delivery of the QSCD

d) At the time the QSCD is being collected, the person is informed of the conditions
applicable for the use of the certificatnd has already accepted the conditions for
providing certification services (PDS) according to the section 4.1.2.

e) If the person fails to collect the QSCD with certificate witt20 days, it is deemed
that the certificate was not accepted

f) When the qualiled trusted service providemanageselectronic signature creation
data on behalf of the signatory @reator of sealit is deemed that the certificate is
accepted at the time of first usage of certificateAKD mPotpis servic€ertificate is
accepted #ier completion of following procedure:

a. Signatory omuthorizedrepresentative receives reference and authorization
codes for generation and activation of private key and corresponding
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certificate. Codes are generated in AKD mPotpis service and senntil
or SMS provided in certificate application.

b. Signatory orauthorizedrepresentative must authenticate to AKD mPoptis
service using twdactor elD means registered in KID IDP.

c. Certificate is registered in AKD mPotpis service by using reference and
authorization code in AKD mPotpis service and setting the PIN for private
key activation.

d. Signatory orauthorized representative must perform first activation of
private key with PIN in AKD mPotpis service.

e. If the signatory orauthorized representative failsto perform procedure
described above, a) to d), within 120 dajds deemed that the certificate
was not accepted

g) Certificates that have not been accepted are revoked in line with the procedure
described in section 4.9.3

4.4.2. Publication of the certificatdoy the CA

Certificates of the person are not availaltethe public directoryfor the public searchAKD
reserves the right to subsequently make available public search of certificates of the person, if
required and under commercial terms.

4.4.3. Notification of certificate issuance by the CA to other entities

The information that the certificate has been issued and that the QSCD has been praduced
remote certificate has been accepted in AKD mPotpis sethieeCA sends to thdKD RA
information system throuly a secure communication channel.

The CA does not inform other entities regarding the certificate issuance.
The persoamay deliver its certificate to other entities, when necessary

4.5.Key pair and certificate usage

4.5.1. Subscriber private key and certificatesage

When the person is in the possession of key paiQSCRnd manages the keys the following
rules apply:

a) An undamaged security envelope containing registration data for the web portal and
the QSCHIactivation is delivered to the persorsertification subject)or authorized
representative.

b) Registration data for web portal and/or QSCD activation can be delivierdde
persons (certification subjectdr authorized representativesvia email or SMS
provided in certificate application, if indicated ip@ication form.

TheQSCILzontairs.

a) signing certificate, which is a qualified certificate and is intended for the electronic
signature creation,

b) certificate for electronic seal, which is qualified certificate and intended for
electronic seal creation, ahok
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c) identification certificate, which is an electronic identification means of high level of
security and is intended for the authentication on electronic services

When the person is in control of key pair on remote QSCD in AKD mPotpis service and keys are
managed by AKD on behalf of person, the following rules apply:

a) Registration data for web portal anegistration codes for certificate registration
and acceptanceare deliveredto the persors (certification subject)or authorized
representative via email or SMS provided in certificate application.

Theremote QSCIzancontain

a) signing certificate, which is a qualified certificate and is intended réanote
electronic signatwue creation, and/or

b) certificate for electronic seal, which is qualified certificate and intended for remote
electronic seal creation.

Certificatesissued to natural personsre the property of asubscriberand are usedby
certification subjecffor private purposes, and also for business purposes when the affiliation
of the natural persorto organization is verified

Certificatesissued to legal personare the property ofcreator of sealand are used by
authorizedrepresentativefor businesgpurposes.

Persons accepted the conditions for providing certification services (PDS) are obligated to fulfil
the responsibilities indicated in section 9.6.4.

Conditions for providing certification services include:
a) LYTF2NXIGA2Yy Qa | roic ¢rovided Sdaperof graitled iedvifes and
rules for providing the services
by LYF2NNYIFGA2Y QA | 02 dzi
and certificate status related serviges
C) LYF2NNIF A2y QA | 02dzi | yzck&ighidat® isdge thyAKDF Yy R LJ
mPotpis service,

d) Representations and warranties of natueaid legalpersons, certification services
provider and relying parties

e) LYF2NXNIFGA2yQa NBIFINRAYI tAFOAL AGERE, LINAOSA
f) Dataprotection and confidentiality provisions

g) Communication, complaint and dispute resolution procedures, and

h) Applicable lawand supervisiomprocedureof certificationserviceprovider.

SNIAFAOFGS GeaLlsSasz | |

4.5.2. Relying party public key and certificate usage

The relying parties usin certificates and certification services are obligated to act in
accordance with conditions for providing certification service and fulfil the following
responsibilities:
a) to enquire on the web portal about conditions for providing certification services,
and the appropriate manner to use the certification services,
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b) to independently assess and determine the appropriateness of the certificate use
for the appropriate purpose,

c) to establish, before exercising trust in the certificate, that the certificate hats n
expired and that it is not revoked, all according to the data contained in the
certificate,

d) that the verification of the certificate validity is carried out using authorized
source and reliable equipment, and

e) i2 OSNATe G(KS OSNfersdshadd dof S0 éertifidates inde 2 F (G KS
certification path according to the procedures indicated in IETF RFC[3Z]g@nd
IETF RFC 378%7].

4.6.Certificate renewal

4.6.1. Circumstance for certificate renewal

The certificate must be renewed if the period of validity has expired.
Any renewal of the certificate means issuing of a new pair v$ keefer to section 4.7.1)

4.6.2. Who may request renewal

The rules indicated in section 4.1 apply

4.6.3. Processing certificate renewal requests

The rules indicated in section 4.2 apply

4.6.4. Notification of new certificate issuance to subscriber

The rules indicated isection 4.3 apply

4.6.5. Conduct constituting acceptance of a renewal certificate

The rules indicated in section 4.4.1 apply

4.6.6. Publication of the renewal of certificate by the CA

The rules indicated in section 4.4.2 apply

4.6.7. Notification of certificate issuancéy the CA to other entities

The rules indicated in section 4.4.3 apply
4.7.Certificate rekey

4.7.1. Circumstances for certificate rkey

A new pair of keys and a new certificate is issued:
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a) If the certificate must be renewed (refer to section 4.6), or
b) If the certificate must be modified (refer to section 4.8), or
c) Inthe case of certification revocation (refer to section 4.9).

The CA doewot it reactivate the revoked certificate, but a new pair of keys and a new
certificate isissued to person

4.7.2. Who may requestertification of a new public key

The rules indicated in section 4.1 apply.

4.7.3. Processing certificate Hgeying requests

The rules indicated in section 4.2 apply.

4.7.4. Notification of new certificate issuance to subscriber

The rules indicated in section 4.3 dpp

4.7.5. Conduct constituting acceptance of a-keyed certificate

The rules indicated in section 4.4.1 apply.

4.7.6. Publication of the rekeyed certificate by the CA

The rules indicated in section 4.4.2 apply.

4.7.7. Notification of certificate issuance by the CA to othentities

The rules indicated in section 4.4.3 apply.
4.8.Certificate modification

4.8.1. Circumstances for certificate modification

Circumstances for certificate modification include:
a) There was a modification of data contained in the certificate,
b) It was foundthat the information, contained in the certificate, are incorreot
c) Permanent loss of PIN for private key activation in AKD mPotpis service.
Any modification of the certificate means issuing of a new pair of keys (refer to section 4.7.1).

4.8.2. Who may requestertificate modification

The rules indicated in section 4.1 apply.
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4.8.3. Processing certificate modification requests

The rules indicated in section 4.2 apply.

4.8.4. Notification of new certificate issuance to subscriber

The rules indicated in section 4.3 apply.

4.8.5. Conduct constituting acceptance of modified certificate

The rules indicated in section 4.4.1 apply.

4.8.6. Publication of the modified certificate by the CA

The rules indicated in section 4.4.2 apply.

4.8.7. Notification of certificate issuance by the CA to other digs

The rules indicated in section 4.4.3 apply.
4.9.Certificate revocation and suspension

4.9.1. Circumstances for revocation

The certificate is revoked under the following circumstances
a) Anauthorizedrequest for the certificate revocation has been submitted.

b) A modification in certificate data contained in ttatributes of thea { dzoaFAGE R
has been reportede.g.name or identification number of naturalr legalpersonor
certificate name

c) Errors in certificate data or on body of QSCD are discovered dupiplication
processing, certificate issuance, QSCD personalization, security envelope
personalization or other activities during certification services providing, before the
delivery or acceptance of certificates.

d) A loss or malfunction of QSCD has been rigub

e) A misuse or uauthorized use of the QSCDbas been reported, private key or
activation data is not in solely possession of the subject of certificatiautorized
representativeor whenever the private key compromising is possiBlgvate key
activation PIN for remote signature creation used in AKD mRotservice is
permanently loss.

f) A cessation opreviously establishedffiliation of the subject of certification with
subscriber (organization) has been reported.

g) A cessation of validity of theertificate has been established before the expiration
of the period for which the certificate has been issued for due to the death of a
person or if there are no grounds according to which the certificate was issued

h) Exceptional circumstances and an imsta of force majeure occurred, including
weatherrelated and natural disasters, landslides, floods, fire, war, acts of war,
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terrorism, intrusion into physical space, intrusion in an information system or civil
disorders

i) The court, public prosecution or stitutions that conduct judicial or criminal
investigation request a certificate revocation in order to prevent a crime

j) It was found that the private key does not match the public key in the certificate or
it was found that the data in the certificate amgcorrect

k) It was found that the certificate application was natuthorized or it was
retroactively withdrawn

[) It was found that the certificate was not issued in accordance with the CPS or CP
m) The CA certificate was revoked

The CA certificate i®voked under the following circumstances:

n) It is prescribed by a mandatory regulatory request or standard that the technical
and security characteristics of the certificate, such as a cryptographic algorithm and
key length, represent an unacceptable rigk &ll participants indicated isection
1.3.

0) The CA private key compromising has been established.

p) When the certification service provider, due to technical, contractual or any other
reason, ceases to issue certificates or ceases to provide certificiwites

4.9.2. Who can request revocation

The certificate revocatiofor the certificates issued to natural persons nisgrequested by:

a) The natural person named as certification subject or his/her legal representtdive,
circumstances indicated in section 4.9bints a) tob) and d) to g),

b) Legal representative on the behalf of the subscriber, for circumstances indicated in
section 4.9.1pointsa) to b) and d) to g),

c) Authorized RA/LRA personnel, for circumstances atdat in section 4.9.1 points)
to g),

d) Authorized CA personnahnd approved by the PM#or circumstances indicated in
section 4.9.1 point§ to o),

e) PMA, for circumstances indicated in section 4&nd
f) CA TSland OCPS revocation request is initiated apdroved by the PMA.

The certificate revocation for the certificates issued to legal persons may be requested by:

a) Authorized representative on the behalf otreator of seal, for circumstances
indicated in section 4.9,points a) tob) and d) to g)

b) Authorized RA/LRA personnel, for circumstances indicated in section gdints a)
to 9),

c) Authorized CA personnend approved by the PMAor circumstances indicated in
section 4.9.1. point§ to 0),

d) PMA, for circumstances indicated in section 4.arid
e) CA, TSU and OCPS revocation request is initiated and approved by the PMA.
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4.9.3. Procedure for revocation request

The following procedures for the certificate revocation request are applied

a)

b)

Clear instructions concerning procedures to be taken in cascafirrence of the
reason for the certificate revocation available on the web portal are indicated in
section 4.1.9.

Certificate revocation requess submitted
a.in the RAofficesduring work hours,

b.on-line on the private web portal for submitting certifcate suspension
requests according to procedurespecified in section 4.9.15 . Service is
available 24/7or

c.via otherelectronic communication channelsy which identity validation
and verification of person submitting the request can determined
accoding to rules set out isection3.4.

The certificate revocation request is accepted only if the identity of the applicant is
determined in accordance with the rules for identity validation in line with the
section3.4.

Accepted revocation requests are entered in AKD RA system offi€ths

Revocation requests arrwarded from AKD RA systefior further processingo
the CA

CA TSland OCSP revocation request is initiated and approved by the PMA

4.9.4. Revocation request grace period

The certificate revocation request should be submitted within the shortest time possible from
the occurrence of the reason for revocation

If there was a mdification of the datanamed in the certificate (e.g. name or identification
number of natural or legal personthe personcreator of seal oauthorizedrepresentativeor
subscriber is required to request a revocation witttie shortest time possibléom the date
the modification occurred.

4.9.5. Time within which CA must process the revocation request

The following rules are applied:

a)

b)

Immediately after having received the information on the occurrence of the reason
for the certificate revocation, an invegation of the problem commences, and a
decision concerning certificate revocation or some other activity to be carried out is
reached within 24 houts

In reaching a decision concerning certificate revocation the following is considered

authenticity and réability of the received information concerning the occurrence
of the reason for the revocation,

number of certificate revocation requests,

NBft SOIFyOS YR IdziK2NRTFGA2y LIRSSNI 2F (KS
legal obligations, and

consequences that masult during certificate revocation or its ngavocation
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c) If the decision on acceptance of the revocation request has been reached, the CA
processes the request within 60 minutes and publicly publishes the information
concerning certificate revocation

d) If there is no possibility for the revocation request to be accepted within 24 hours,
the certificate® status changes

e) The system for the certificate revocation has a reliable source of time and it
provides a valid record of the date and time that is synoized with the UTC at
least once a day

f) The CA provides a secure environment in which the certificate revocation procedure
is performed, as indicated in sections 6.5, 6.6 and 6.7.

g) Revoked certificates cannot be reactivated and their status cannot befiedair
changed.

4.9.6. Revocation checking requirement for relying parties

The relying party should check the status of the certificate before trusting the certificate.

Information verification services concerning the certifi@testatus are available dime
(pursuant to clauses 4.9.9 and 4.9H€xein).

Should the relying party, for any reason at a particular moment, fail to obtain information
concerning the certificat@ status, and then it is obligated to either reject the use of the
certificate or assumeisk and responsibilities, and bear consequences for the use of a
certificate whose status has not been confirmed

4.9.7. CRL issuance frequency

The CRL is issued according to the following rules
a) KIDChbliges to issue a CRL at leagime within 24 hours

b) The rew KIDCACRL list is issued at least 10 minutes before the expiration of the
validity of the CRL

c) Under regular work conditions, thKIDCAgenerates and issue the CRL every 12
hours

d) The period of the validity foKIDCACRL is 24 hours from the time of ttssuance of
the CRL

e) AKDCA CRL is valid for 90 days after the CRL issuance
f) Inthe case of the CA certificate revocation, the CRL list is issued within 24 hours

g) If the validity period of the certificate that is revoked and present on the CRL list
expires the certificate may be removed from the CRL list

h) In order to ensure the availability of the CRL in accordance with the rules set forth in this
chapter, the timeliness for CRL issuance is monitored

4.9.8. Maximum latency for CRL

The maximum allowed latencifom the moment of CRL issuance to the moment of CRL
publication in the public directory or elime is 10 minutes
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4.9.9. Orntline revocation/status checking availability

The AKD OCSP service is available over HTTP at the address published in the Authority
Information Access field of each certificate.

4.9.10. The OCSP response is consistent with IETF RFC 6960 [35] and IETF RFC 5019
[40].0Onrline revocation checking requirements

The online certificate® status verification via OCSP service is enabled according to the
following rules

a) The KIDCArefreshes the information that is published via OCSP at least every 24
hours.

b) Under regular work conditions, th&IDCArefreshes the information that is
published via OCSP immediately following receipt of the certificate réeoca
request

c) The validity of the response by tdDCADCSP service is a maximum of 24 hours

d) The AKDCA refreshes the information that is published via OCSP at least every 90
days

e) In the event of the certificate revocation of the subordinate CA, the AKDC
refreshes the information that is published via OCSP within 24 hours

f) Every response of the OCSP service is signed electronically by the certificate which is
issued by the same CA that issued the certificate for which the certificatatus
verification is requested

g) If the OCSP service receives a request for the certif@atatus verification, which
has not yet been issued, it does not respond with a statio®ck.

h) In order to ensure the availability of the service in accordance with the rules set
forth in this chapter, the operation of the OCSP service is continuously monitored

4.9.11. Other forms of revocation advertisements available

The AKD provides the certific®estatus verification to the registered persons in the private
section of the web portal, which is available-lime at the addressttps://id.hr.

The AKDmay provideOCSP service, with higher level of availabil@yinterested parties with
separate contract and under commercial terms.

4.9.12. Special requirements Hgey compromise

The CA, in accordance with section 4.9.1, revokes the certificate if the private key has been
confirmed as compromised

4.9.13. Circumstances for suspension

Ciraimstances for suspension of certificate include
a) Anauthorizedrequest for the certificate suspension has been submitted

b) A disappearance of the QSCD has been repodedsuspicion of cessation of
possession of the private key and/or activation data
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c) There is a possibility that the submitted -certificate revocation request is
retroactively withdrawn

d) There is no possibility for the certificate revocation request to be submitted in a
timely manner for any reason, indicateddaction4.9.1

e) There is nopossibility for the decision concerning certificate revocation to be
reached when the consequences, which may result due to the certificate non
revocation, are significant

f) In case of no#ulfilment of contractual obligations by the recipient of the
certification services.

Circumstancefor the withdrawal of the suspension of the certificate include:

g) An authorizedrequest for the withdrawal of the suspension of the certificate has
been submitted,

h) QSCD has been fourmt cessation of circumstancdsr suspensionindicated in
point b)

i) Cessation of the circumstances due to which a suspension of the certificate has been
requested.

Who can request suspension

Request for suspension or withdrawal of the suspension of a certificate may be submitted by:

a) Person subject of certification(or his/her legal representatieor authorized
representative or legal representative of legal person or organization,

b) Othersg any natural or legal person via RA.

Procedure for suspension request

Clear instructions concernirgrocedures to be taken in case of occurrence of the reason for
the certificate suspension available to persons on the web portal are indicated in section
4.9.13.

The following rules are applied
a) The subjects of certification submit suspension requestHeir certificate
- in the RAofficesduring wok hours, or
- remotely using electronion-line services for the certificate suspension
b) Other personsubmit suspension request for their certificate
- in the RAofficesduring work hours

c) The electronion-line service for the certificate suspension is available continuously
24/7. Authentication with twefactor elD means registered in KID IDP is required.

d) The certificate suspension requesiubmitted by subject of certificationor
authorizedrepresentative or legal representative accepted only if the identity of
the applicant is determined in accordance with the rules for identity validation in
line with section3.4.

e) The certificate suspension request submitted RA officeby any other person is
accepted only if QSCD is presented tooRigers
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